Communications | 1l ijid i1 a
Regulatory Authority | CJML )|

State of Qatar | §_In & d_Jga

Draft for Public Consultation

Cloud Policy
Statement

Deadline to submit Responses:

April 23, 2020

Version No: 1
Date: March 12, 2020

:\.A\.a.“ 3)\.&3“% SAM

Z\eujal\ Z\augum$

doilail)

"we

1394)) agalil Jlgdl) ae gall
2020 J: 4 23

188 83 pue
2020 usle 12 1zl



Communications | p—1laijid i1 a
Regulatory Authority | QML )|
State of Qatar | |_ln 6 d_Jga

Cloud Policy N
Statement

-

‘\ﬁﬁj <

”

|

Ailanl)

”e

3 I.II aaas -
‘ | e

" A d did {4

1
|

= 55 e

20f43

www.cra.gov.qa


http://www.cra.gov.qa/

Communications 1 1
Regulatory Authority | COML a5\

State of Qatar In 6 d_Jga

Table of Contents Gl giaal) Jgaa

1 Executive Summary 4 4 R T
2 Introduction 5 5 il 2
3 The objective of the Cloud Policy Statement | 8 8 Aulad) A sl Al 385 5 (e el 3
4 Policy and regulatory recommendations for | 9 9 | Anlsudl i all il fpakanll s nldl Glua gl 4
the development of cloud computing
4.1 Cloud-First Policy 12 | 12 ol dlaad) Al Ales 401
4.2 Data localization and free flow of data 12 | 12 Cliball jall gl bl pla i 4.1

4.2.1 Data localization9 12 | 12 bl (pla 554.2.1

4.2.2 Free flow of data 14 14 bl el gaxili 4.2 2

4.2.3Non-personal data 16 | 16 dpaddll e bl 423
4.3 Privacy and access to data 16 | 16 bl ) Jpa gl s dua asll 4.3

4.3.1 Privacy 16 16 damsaill 431

4.3.2 Cross border requests 17 17 dJgaall ye bkl 432
4.4 Data Classification 18 18 bl Cauai 4 4
4.5 Data interoperability and data portability | 20 | 20 Lo AplSa) 5 libnll 3l Joadill) 4108 4.5
4.6 Liability regime 21 |21 A gsmall 221846
4.7 Security standards 22 | 22 oYl e 4.7
4.8 Service Level Agreements 25 25 daaall (5 siue il 4.8
4.9 Hosting and Connectivity 26 | 26 Jaa sill g ddlLainN) 4.9
4.10 Enviromental Sustainability 27 | 27 Aol dalainy) 4,10
Annex | — Definitions, characteristics, service | 28 | 28 leailiad 5 duladl A sall Cay yxi - J oY) Galdll
and deployment models of cloud computing la i g lghadd = 3laig
1 Definitions 28 | 28 el ]
2 Essential characteristics 29 | 30 Gl Jailladll 2
3 Service models 30 | 30 4l Z3ai 3
4 Deployment models 32 32 il 23l 4
Annex |l — Table on Policy Recommendations | 34 | 38 | 4wkl sl sdll y Cilua il chlllaia Jgaa -  SE Galal)
and Regulatory Requirements Ayl
Annex Il — The CRA Cloud Strategy 40 | 40 | —2020 SYlaiVl adaii A dpa ind - QAN Gald)

2024

Annex IV — Consultation Questions 42 | 42 &l Gl
Annex V — Consultation Response Template | 43 | 43 ol Galal)

www.cra.gov.qa



http://www.cra.gov.qa/

Communications 1 1
Regulatory Authority | COML a5\

I. . -J- £ 3

State of Qatar | |_In 6 d_Jga

1. Executive Summary

As part of Qatar National Vision 2030, Qatar's
ambition is to establish itself as a leading digital hub in
the Middle East, a home to international digital players
and an attractive destination for domestic and foreign
investments in innovative digital services.

Qatar has placed the promotion of cloud computing at
the heart of its transformative digital strategy. Cloud
computing unlocks efficiency and productivity
worldwide and is an opportunity for Qatar-based
businesses to grow, for private and public entities to
provide better services and, ultimately, for Qatar to
become a fully digitalized country.

The Cloud Policy Statement, developed within the
framework of the Communications Regulatory
Authority’s Strategic Plan 2020-2024, supports the
objectives of the Qatar National Vision 2030 as well as
of the Qatar National Second Development Strategy.

Embracing the principles of Trust, Security and
Transparency, the Cloud Policy Statement identifies
policy and regulatory recommendations that are critical
for the development of a sound cloud industry in Qatar.
To meet the objectives of a cloud-friendly regulatory
environment, joint efforts and a concerted approach are
required from government entities.

Given the pervasive nature of cloud computing, the
Cloud Policy Statement calls for the highest level of
cooperation between government entities and private
stakeholders, e.g. cloud service providers, infrastructure
and connectivity providers, software developers, on-
line platforms and cloud users. To this extent, a clear
commitment by government entities to “cloud first”
procurement policies that favor cloud solutions is
paramount for cloud services to take off.
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2. Introduction

To meet the goals of the Qatar National Vision 2030*
(QNV 2030) and the Qatar National Second
Development  Strategy?  ("NDS2"),  significant
investments are required in high quality digital
infrastructures and services. The development of next
generation data centers and world-class cloud
computing services® is one of the strategic areas that has
been identified at the highest political level.

For Qatar, investing in cloud computing is a priority: it
represents an opportunity for public entities to improve
the provision of high quality services to citizens, for
businesses and organizations to improve security of
their data, improve dramatically their efficiency, and
grow and, ultimately, for the country to become a fully
digitalized country.

In all countries where studies have been conducted,
these demonstrate that the adoption of public cloud
services has benefitted the economy’ 2. Moreover, for
the private sector, it is estimated that businesses
experience on average a net return in the range of 100%
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1 QNV 2030 is aimed at “transforming the country into an advanced country, capable of sustaining its own development and
providing for high standards of living for all its people for generations to come”. (https://www.gco.gov.qa/en/about-gatar/national-
vision2030/)
2 Qatar National Second Development Strategy defines the following target outcome: “Develop a sustainable and high-quality
infrastructure that supports the national economy and is capable of keeping abreast of the latest smart technologies”.
(https://www.psa.gov.ga/en/knowledge/Documents/NDS2Final.pdf)
3 Leveraging on high-capacity broadband networks, cloud computing allows the end-user to access data, use computing power
and software services anytime and anywhere. Users can command almost unlimited computing power on demand whilst
minimizing their capital investments. See Annex | for a definition of “cloud computing”.
) i s Sk gl o S Gl il s ey alinsall a3t e 55008 Aasie gy ) hE Ags Jysad " ) 2030 Aabsll L Ay, chagd -4
(/https://www.gco.gov.ga/en/about-gatar/national- vision2030
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7 Deloitte, 2017. “Measuring the economic impact of cloud computing in Europe.” European Commission. Available at:
https://ec.europa.eu/digital-single-market/en/news/measuring-economic-impact-cloud-computing-europe
8 Gartner, 2018. Available at: https://www.gartner.com/en/newsroom/press-releases/2018-01-23-gartner-survey-finds-
government-cios-will-increase-spending-on-cloud-cybersecurity-and-analytics-in-2018
https://ec.europa.eu/digital-single- sl e zlie Ausys¥) dpasidl "Lyl 8 Aplasdl Al odbaBYl Y @ 2017 sk (13
market/en/news/measuring-economic-impact-cloud-computing-europe
https://www.gartner.com/en/newsroom/press-releases/2018-01-23-gartner-survey-finds-g @l Jle £lic 2018 « Liijls -1
Government-cios-will-increase-spending- on-cloud-cybersecurity-and-analytics-in-2018
e Zhe 2018w "gaddl dass dald Aelaa¥ly o Aeladyl w2018 w15
https://www?2.deloitte.com/content/dam/Deloitte/es/Documents/tecnologia/Deloitte_ES_tecnologia_economic-and-social-
impacts-of-google-cloud.pdf
https://www.mckinsey.com/business-functions/mckinsey- :gsll e Flia Aaall dulaid)l Lol ) Ge¥) JEY) ¢l ja) 2018 «s 58k -16
digital/our-insights/making-a-secure-transition-to-the-public-cloud
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to 250% on their investments in cloud services®,'.
These benefits are mainly due to (i) the increase of
revenues deriving from cloud-enabled services, (ii) an
increase in the customer base, and (iii) in a drastic
reduction of IT costs!. Cloud computing will be an
enabler for many broader use cases, for example within
the Internet of Things (IoT) and other enterprise
offerings such as 5G private networks'?.

A sound policy and regulatory framework, inspired by
the principles of Trust, Security and Transparency, is
of utmost importance for cloud computing to develop.
Consequently, the Communications Regulatory
Authority (the “Authority”) has developed the Cloud
Policy Statement as a strategic action that identifies key
areas where legal and regulatory review is needed?.

The Cloud Policy Statement calls for the highest level
of cooperation between government entities and private
stakeholders, e.g. data centers providers, infrastructure
and connectivity providers, software developers, on line
platforms and cloud users. To this extent, a clear
commitment by government entities to implement
procurement policies that favor cloud solutions is
paramount for cloud services to take off.

° Deloitte, 2018. “Economic and social impacts

of Google
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cloud.” September 2018. Available at:

https://www?2.deloitte.com/content/dam/Deloitte/es/Documents/tecnologia/Deloitte ES tecnologia _economic-and-social-

impacts-of-google-cloud.pdf

10 McKinsey, 2018. Making a Secure Transition to the Public Cloud. Available at: https://www.mckinsey.com/business-
functions/mckinsey-digital/our-insights/making-a-secure-transition-to-the-public-cloud

11 The contribution of cloud computing services to GDP growth is visible both in advanced and in developing economies with its
benefits mainly visible in productivity growth and cost efficiencies. Ibidem

12 Ericsson, 2020. “Edge computing and deployment strategies for communication service providers”. Available at:
https://www.ericsson.com/491f17/assets/local/reports-papers/white-papers/edge-computing-wp.pdf
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https://www.ericsson.com/491f17/assets/local/reports-papers/white-papers/edge-computing-wp.pdf

19 The Authority is mandated to regulate ICT, Post and Access to Digital Media in the State of Qatar under Decree Law No. (42)

of 2014. Its key objective is to encourage and support an open and competitive ICT sector that provides advanced, innovative
and reliable communications services in the State of Qatar.
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» Qatar National Vision 2030
» National Development Strategy 2

“Develop a sustainable and high-quality infrastructure that supports the national
economy and is capable of keeping abreast of the latest smart technologies”

Cloud Policy Statement for Qatar

> Public and private > Principles of » Policy and
Stakeholders’ Trust, Security, Regulatory
objectives in the Transparency Recommendations
cloud value chain
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3. The Obijective of the Cloud Policy Statement

The Cloud Policy Statement sets the scene and provides
recommendations for an overall policy and regulatory
review that is instrumental to the development of a solid
cloud industry. This, in turn, will enable Qatar to:

‘/attract investments, both foreign and domestic,
in new digital services;

‘/support the growth of the national economy;
‘/help the transition to a fully digitalized nation;

‘/help meet the objective of Qatar becoming a
digital hub.

In line with the objectives of its Strategy 2020-2024, the
Authority has identified, in the Cloud Policy Statement,
a comprehensive set of legal and regulatory
requirements that competent government agencies
should adopt or update?. Similarly, the Cloud Policy
highlights recommendations for stakeholders of the
cloud value chain to ensure compliance with national
and international laws and best practices.

In the implementation of the Cloud Policy, a key role
will be played by competent government entities within
their respective mandate, namely the Ministry of
Transport and Communications ("MoTC"), the
Ministry of Interior ("Mol™), the Ministry of Commerce
and Industry (*MoClI"), and the Ministry of Justice
(“MoJ”). A clear commitment by public authorities to
procurement policies that favor cloud solutions (“Cloud
First Policy”) is also paramount to the reach the
objective.
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4. Policy and regulatory recommendations for the
development of cloud computing

Qatar intends to promote the development of cloud
computing services based on open technologies and
secure platforms.

Establishing a clear and transparent framework for
adoption of cloud services will ensure that this
technology provides trusted access for both national and
international users and make Qatar a regional hub of
cloud services innovation. Indeed, a successful cloud
industry largely depends on the highest possible degree
of trust amongst all stakeholders of the value chain.

Cloud

Service
Provider

Public and Software
Private and
Cloud Application
Users Cloud Value Provider

Chain

Hosting
and
Data Connectivit
Center

y
Infrastructu
re
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To unleash the potential of the cloud public policies
have an important role in building trust in cloud
computing services as well as in ensuring the highest
standards of security and transparency for Cloud
Service Providers and cloud users. It is only through
widespread trust in secure cloud services and a
transparent normative environment that a successful
cloud industry will flourish in Qatar.

Joint efforts as well as a concerted approach are
required from government entities, in their policy-
making role, to provide: (i) clarity and transparency,
(i) a cloud-friendly environment, and (iii) the
adoption of a “cloud first policy” "

Cloud computing touches on a variety of policy areas.
Many of these areas require the highest level of
compliance with internationally established or
developing legal frameworks, e.g. through standards,
network architecture, specifications and certification.

The following policy and regulatory
recommendations are critical to contribute to a
successful cloud industry in Qatar. For each policy
and regulatory area, principles are highlighted below
that will require the competent government entities to
take appropriate actions by way of policy making or
adapting existing rules (see Annex I1).

www.cra.gov.qa

Ll Cland 3 4G oLy 6 Ll ) 50 daladl Clulpadl Caali
odial LBl Y jplae el laca 8 Sl dplal)
o) Lo gl UKLy A Aland) Cileadll adiiose
Db G Al A al) delia Jlan )l s () dise Y G
Lpaplaril] Al 5 400V Aol cilanal) 85 S AEY I (e V)

ezl

Ju Gl aay 3l ) g0 elal L e sSall Cleal) e any
A (2) ASLEl 5 7 s sl (1) 1 anian bah Gl 548 jidia 3 s
Yl Aol Lo pa " Al S (3) 5 ol o sall dina

bl GVl (e de siie de sanay dplad) A all Glats
OBYL A e (st b el oia (e sl Callat
O DUl s e clgilanind 2y Al 5 Al 1) A oall 4 gilal)

el g cliaal sall 5 A0l iy 5 laall g SO

G Al Al Q) Akl claaglly clubudl o We
Al gl Ao daal dplas daw s dclia (A Al
e e sl bl o dpadanill bl S Ge Jlae JS
Mas) dgieal) Ao gSall Glgall e ks g olal gsalal)
sl il Qi ol bl iy Gk oo dwidl Gl ay)

(S8 Galdl kil Al

10 of 43


http://www.cra.gov.qa/

Communications | p—raijid i1 a
Regulatory Authority | CJML 1 )|
State of Qatar | |_ln 6 d_Jga

- Policy and regulatory recommendations

mm_Cloud-FirstPolicy ]
mmL_Data localization and free flow of data____
mm_Privacyandaccesstodata ]
mm. Data Classification
mmL_Data interoperability and data portability
. Liability regime ____________________|
L Security Standards
mm_Service Level Agreements ]
mmL_Hosting and Connectivity
mmL_Environmental Sustainability
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4.1 Cloud-First Policy

Qatar Digital Government Strategy 20207 aims at the
digital transformation of government entities.

Amongst the objectives of the strategy is “to create
efficiency in government administration through
automation of functions, state of the art applications,
and a common ICT infrastructure that saves money,
increases security, and enhances the user experience”.

To accelerate the process of digital transformation,
Qatar will develop a Cloud-First Policy focused on
procurement processes and aimed at reducing
deployment time and cost, leveraging the latest
technologies across the three layers i.e. infrastructure,
platform and application, and outsourcing management
and maintenance overhead.

» Policy and Regulatory Recommendation

Qatar shall develop a common policy for public
procurement of cloud services by government entities,

that is consistent with the principles of the Cloud Policy
Statement. Cloud solutions shall be assessed before any
on-premise solutions, and based on a clear data
classification policy.

4.2 Data localization and free flow of data

An important factor to guarantee that cloud services
take off is by ensuring that the regime governing the
localization and the flow of data is uniform, streamlined
and applies equally to foreign and domestic Cloud
Service Providers.

421

Cloud Service Providers store data which is then
accessible anytime and anywhere.

Data localization

From a technical perspective, it is no longer necessary
for data to be stored in Qatar and as such it would be
counter-productive to impose a requirement to do so.
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Government%202020%20Strateqy%20Executive%20Summary%20English.pdf
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From a security standpoint, and except for highly
sensitive government data (see Data Classification
infra), it is more appropriate to implement measures
that are more efficient than localization
requirements, such as:

e encryption;
e anonymization;
e aggregation; and/or

e storage in pre-defined regional hubs.

Accordingly, any request for data localization shall be
very limited in volume and scope and, following a
proper assessment, address only matters for which no
alternative exists.

Indeed, the security and data protection capabilities
of Cloud Service Providers are robust and secure
precisely because of their (i) reliance on globally
distributed infrastructure that ensure availability,
resilience and security, and (ii) compliance with
international standards and procedures.

Security measures
Aiay) ) Data protection

il dlea

Data encryption,
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aggregation
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anll 5
Storage into
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Data localisation
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4.2.2

Cross-border data flows are critical to the growth of
Qatar's digital economy and should be enabled in a way
that protects privacy and security.

Free flow of data

Public and private sector organizations should have the
freedom to choose which cloud networks they want to
use provided these can be held "accountable™.

As such, Qatar shall provide a wide range of
mechanisms to allow data to flow freely whilst
ensuring an adequate level of protection. Accordingly,
the following mechanisms shall be considered for cross
border transfers:

e Contractual arrangements that set out
appropriate data privacy and security standards
to be implemented by the organizations
transferring data;

e Binding corporate rules that set out
harmonized and high-level protection and
privacy compliance by all national entities of a
multinational cloud service provider;

e Enforceable corporate cross-border privacy
rules modeled on internationally recognized
rules such as the APEC Cross-Border Privacy
Rules;

e Certified codes of conduct, certifications,
privacy marks, seals and international
standards, such as the 1SO standards;

e Bilateral or multilateral arrangements
which rely on self-certification based on a
given privacy or security standard, with an
enforcement mechanism such as the EU-US
Privacy Shield®;
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25 https://www.privacyshield.gov/servlet/servlet.FileDownload?file=015t000000049Ag. The EU-US Privacy Shield deals with,

among other things;

o the information a US organization must provide to individuals from whom it collects data such as the types of personal
data it collects, the purposes for which it collects and uses personal data and how to contact the organization;

e the choice US organizations must offer to EU individuals to opt-out of their personal data being disclosed to a third party,
or used for a purpose that is materially different from the purpose(s) for which it was originally collected; and

e the security US organizations must provide to protect the personal data of EU individuals from loss, misuse and
unauthorized access, disclosure, alteration and destruction by taking into account the specific risks involved in the
processing and the nature of the personal data.
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Adequacy rulings with

countries; and/or

selected third

If cross-border data transfer restrictions are
established, the law should provide for specific
exceptions that permit cross-border
transfers, without prior regulator review of
permission, including when such cross-border
transfer is in the public interest, or when it is
necessary in the establishment or defense of a
legal claim.

In any event, the data subject's prior consent should
be required for personal data.
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Administrative processes should be minimized and
straightforward in order to ensure a wide adoption,
especially by SMEs. Specifically, there should be no
requirement that the above categories of cross-border
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423 Non-Personal data

Finally, the cross-border flows of non-personal data
is set to take off with the rapid development of
Artificial Intelligence?, the Internet of Things and
machine learning.

Qatar should enter into agreements with trusted foreign
countries to facilitate the cross-border of non-personal
data when these foreign countries are subject to
adequate data protection and cybersecurity standards.

» Policy and Regulatory Recommendation

Data residency is no longer a requirement as security
and encryption technologies now provide a sufficient
level of security. As a result, the legislations should
provide instead for various mechanisms to allow data to
flow whilst ensuring that an adequate level of protection
is in place.

4.3 Privacy and access to data

Whilst the data protection regulatory framework should
promote customer trust in the digital ecosystem, overly
stringent data protection rules could impede the
adoption of cloud computing. It is the aim of this Cloud
Policy Statement to strike the right balance.

43.1 Privacy

In order to strengthen customer trust in digital services,
and especially cloud services, the law should require
that all ICT products and services be developed
based on the principles of "privacy by design" and
"security by design". Technical guidelines should be
issued that describe how these requirements can be
achieved, in collaboration with the MoTC and Q-
CERT.

Legislation should introduce breach notification and
response obligations, aligned with international best
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27 Data governance rules on access to and sharing of data is a pillar of the “National Avrtificial Intelligence Strategy for Qatar”
(https://gcai.qcri.org/wp-content/uploads/2019/02/National Al_Strategy for Qatar-Blueprint 30Jan2019.pdf)
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practices and processes, as well as associated sanctions
to encourage the reporting of data breaches, particularly
for critical infrastructure.

4.3.2  Cross border requests

Cross-border requests for data should be made through
Mutual Legal Assistance Treaties ("MLATS"),
ensuring appropriate involvement of the authorities in
the countries where the data is stored.

In that context, Qatar should ensure that MLATS
processes are efficient, accessible and transparent?.
For example, MLATS should include:
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a timetable for cooperation and response, both
by government and Cloud Service Providers;
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a simple process to exchange data pertaining to
the source and destination of communications
to locate rapidly individuals and devices; and

29 Some of the key issues dealt with by MLATS, or bilateral agreements that serve a similar function are:
e The US CLOUD Act (https://www.congress.gov/bill/115th-congress/house-bill/4943) which, among other things:

(@]

grants US law enforcement officials explicit authority to issue subpoenas or seek warrants or court orders forcing
Cloud Service Providers subject to U.S. jurisdiction to preserve and produce data stored overseas; and

gives the US government's executive branch the authority to make new, bilateral "executive agreements" with foreign
governments to allow for cross-border electronic data access and exchange. Where such an agreement exists, a
foreign government may contact a US provider or local US law enforcement directly and request the provider disclose
data stored on US territory.

e The UK Crime (Overseas Production Orders) Act which, among other things:

enables UK investigators to compel the disclosure of electronic data stored outside of the UK using an alternative to

requires the person against whom the order is made and which must be granted by the Crown Court to produce or to
give access to the electronic data specified or described in the order, as long as it is not subject to legal privilege or a

O

a formal MLA request;
O

confidential personal record;
O

requires the person against whom the order is made to refrain from hiding, destroying or altering any of the electronic
data listed in the order and from disclosing the fact that the order has been made without permission from the court.
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iii. a requirement by government agencies and
Cloud Service Providers to establish single
points of contacts for access to data.

Qatar should play an active role in educating law
enforcement agencies and Cloud Service Providers
about MLATS and should encourage cooperation with
other countries to ensure effective implementation.

» Policy and Regulatory Recommendation

Transparency and Certainty are key for stakeholders,
especially in relation to the rules that regulate access to
data in cross-border requests. Cross-border requests for
data should be made through Mutual Legal Assistance
Treaties ("MLATS"), ensuring appropriate involvement
of the authorities in the countries where the data is
stored.

4.4 Data Classification

Public and private entities should implement a
classification of data, according to the level of
confidentiality, integrity and availability.
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types of data, based on their level of confidentiality,
integrity and availability, considering the following:
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Ultimately, it is the owner of the data who must be
responsible for determining the information security
level which best matches his or her needs.

For the most sensitive categories of data, such as highly
classified government data, it may be appropriate to set
up an elevated protection in the form of data
localization, specifically when data is at rest. If that is
the case, this requirement should be set out clearly.

In any event, the sensitive nature of data shall not
prevent storage on the cloud (whether local or
abroad). Secured and dedicated private cloud solutions,
coupled with a system of accreditation, may be used
instead to provide the necessary security assurance.
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» Policy and Regulatory Recommendation

Clear guidelines around classification of data and
associated security controls should be established to
guide private and public sector users. In case the
location of certain data needs to be restricted, this should
be done by restricting the scope of such requirements to
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highly classified government data.

4.5 Data interoperability and data portability

Interoperability of cloud services is key to the
development of a successful cloud industry.

Cloud interoperability allows cloud services to interact
with other cloud services by exchanging information.

The lack of interoperability between cloud service
products and the absence of standards that facilitates
data portability may make it difficult for customers to
switch supplier, hence frustrating innovation and
decreasing customer’s benefits.

In order to encourage Cloud Service Providers to embed
data portability into their systems, legislation should
require Cloud Service Providers to guarantee data
portability, meaning to provide built-in technical
possibilities for data subjects to move their personal
data to other platforms.

In this context, Qatar needs to support the adoption of
internationally recognized industry-led standards, such
as ISO/IEC 19941 (Cloud Computing Interoperability
and Portability).

In addition, as part of the procurement process:

e data portability and system interoperability
by design should be included in the general
assessment as an essential criterion;

e the Cloud Service Provider should make
available to the public administration the
Application Programming Interface ("API") to
allow the administration to ensure the
interoperability between its various IT systems.
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> Policy and Regulatory Recommendation il g o) Apa gl >

The adoption of internationally recognized standards =~ <leasll i) Jusdll (lss W oo Loy o ina ulas dlaie) Gualhy

on interoperability of cloud services is required when ——hidall 2sie (85 Lulandl Slaadl) e Sl die dplad)
kol U Aol cilasall il o) plSa) 2o LS Al

contracting cloud services and in public procurement
contracts. Interoperability of cloud services is a
prerequisite to guarantee portability of services for
cloud users.

Al ceadiel cileadl) Ji 41Sa) (Ll

4.6 Liability regime Wysedl el & 4.6

A regulatory regime is needed that limits the liability L dulaull dasall o385 4 5 juse (o 233 dralati 2o ) 8 ) dals lla
of Cloud Service Providers regarding third party Al e Al pe (s ginall sl
content stored on the cloud.

Legislation should afford a ‘''safe harbor" Alandl clesdl] i "Gal) Al dlas ay piil) s o s
protection to Cloud Service Providers.

In order to benefit from this protection, certain <l jleall aa ilati Aiina Ja g b olidind g cdglaadl ol (g B2l
conditions in line with international practices would (JE Jasn e Lgia g A 5all
need to be fulfilled, for example:

If the Cloud Service Provider does the Cloud Service Provider will benefit
9 not have actual knowledge of illegal from an exemption of liability for the
content - illegal content.
[ ]

the Cloud Service Provider should act
expeditiously to remove or to disable access
to the infringing content in order to benefit
from the exemption.

If the Cloud Service Provider obtains
such knowledge, i.e. is notified of ‘
this illegal content

vy
©)
/N
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Clear rules on “Notice and Take Down” procedures
should be established, dealing with:

e how Cloud Service Providers should be
notified of illegal content;

e the detailed information to be set out in the
notice;

e how fast Cloud Service Providers should act
and more specifically giving them reasonable
time to respond; and

o the level of transparency Cloud Service
Providers should provide regarding their take-
down procedures.

As part of this regulatory regime, Qatar should not
impose any general filtering or monitoring
obligation on Cloud Service Providers over the
information they store, or any general obligation to look
for or prevent unlawful activity. Such approach has
already been adopted in advanced jurisdictions like the
EU and the US.

Finally, Cloud Service Providers should have the ability
to limit or exclude their liability, albeit mandatory
consumer and data protection rules, e.g. liability for
personal injury or death, fraudulent behavior,
intentional harm or gross negligence.

» Policy and Regulatory Recommendation

The State will refrain from imposing intermediary
liability on Cloud Service Providers for third party
content to encourage user services innovation and
promote the widespread availability of cloud services
to public and private users. Cloud Service Providers
should be able to limit or exclude their liability in
compliance with the applicable law.

4.7 Security standards

Cloud computing uses shared computing environments
and relies on the public internet to transmit information
and data. It therefore raises concerns about security and
personal data protection.

www.cra.gov.qa
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In this context, there is a need to set up an information
security framework setting out the security
obligations of digital service providers, including
Cloud Service Providers.

Under such framework, Cloud Service Providers should
take appropriate measures to:

e ensure a level of security appropriate to the risk
posed by the data stored; and

e prevent and reduce the impact of incidents
affecting the cloud services and any data stored
and/or processed.

Such measures should consider:

i. the security of the Cloud Service Provider's
systems and facilities;

ii. incident handling processes and procedures;

iii. business continuity management, monitoring,
auditing and testing; and

iv. international standards and certifications that
best promote security.

International standards may include the following
general standards:
e CSA STAR, ISO 22301 (Business continuity
management systems);

e 1SO 27001 (Information security management);

e |SO 277001
management)
e IS0 27017 (Cloud security);

(Privacy information

e 1SO 27018 (Cloud privacy);

e Service Organization Controls Report ("SOC")
1 and 2; as well as

e standards that serve sector-specific security
requirements such as the Payment Card
Industry Data Security Standard ("PCI DSS")
for financial services.

Compliance with international standards should be
encouraged as it provides a common language to help

www.cra.gov.qa
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organizations better comprehend, communicate and
manage cybersecurity risks.

In addition, following international standards which are
interoperable across borders makes it easier for Cloud
Service Providers to trade across borders and for
consumers in Qatar to better benchmark the security
features of a product, reducing security concerns and,
ultimately, boosting cloud adoption.

Cloud Service Providers should also be obliged to
notify, under a reasonable timeframe, the relevant
authority of any security incident which has a
significant impact on the provision of their services,
based on several factors, such as:

e the number of affected users;
e the duration of the incident; or
o the affected geographic area.

Government agencies should have mitigation and
redundancy contingency plans in place for their data
and services in order to guarantee service continuity in
times of emergency and data recovery in case
government data is lost.

www.cra.gov.qa
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» Policy and Regulatory Recommendation

Cloud Service Providers must at all time have in place
the technical and organizational measures necessary for
managing security risks, to guarantee the continuity of
their services. Compliance should be achieved by
adopting internationally recognized security standard
certifications. The creation of local standards or
duplication of internationally recognized standards
should be avoided as it can be detrimental to the
development of a solid cloud industry.

4.8 Service Level Agreements ("SLASs")

An important element in the provision of cloud services
is the use of SLAs to define the scope of usage and
provision of cloud resources.

Cloud consumers need SLASs prior to migrating their data
to the cloud centers, in order to have certainty about the
level of the services that they provide.

In turn, Cloud Service Providers must set SLAs for the
terms and conditions of the services they provide to users,
the charging framework, provisioning schemes and
standards of maintenance.

Cloud stakeholders should adopt standardized terms and
conditions for cloud SLAs in line with international
standards, modeled on 1SO 19086 (Service Level
Agreements).

Stakeholders negotiating a cloud service agreement
should use internationally recognized guidelines, such as
the European Commission Cloud SLA Standardization
Guidelines, as a useful contract negotiation tool in order
to properly address the business and legal issues at stake.
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In the context of public procurement of cloud LasSall e Cany edlaal) cilaadll dalal) iy fidial) s A

services, the government should: th Lo A

Caplailly lSalls by all sl dxalie sla) e

e s g e pdid 8 il dpladl 2 dally dalal

(3) s A (2) sl Adsisall (1) Jie YIS
fch:}{\

e carry out a review and selection of terms,
conditions and definitions specific to cloud
contracts that would benefit from being
standardized across agencies such as (i)
reliability, (ii) availability, or (iii) fix; and

Joww )l Anlaad) i sal) pealic daad ol ) dldels o

e 13lie) a5 sive 481 b Lgiaal cany A

Lagle s Ul Aralis 5 il =3 gy dpland) 4eail)

Jlee ) gl 5 Jranll

e adopt a guidance specifying the key cloud
computing elements that need to be included
in a SLA, depending on the cloud service and
deployment model, the sensitivity of the data, the
nature of the customer and its business sector.

> Policy and Regulatory Recommendation e il g dpuubpedl) Ayl >

SLAs must be in place to ensure agreed terms for services 4o s il Jlaal de g ga "daddll (5 gina CLEEIM ) 5<5 o) ang
provision. Reliable cloud services need providers and #&sisell dulaul) Slaxdll Ui 3 Silasdll) sl Lggle (séial)
consumers to agree on what service levels parameters ‘L@““.QU‘Z?“ le gl U‘g“‘““”’ "‘L“&[ G“““‘ e
il A lead oy Al (Lalsilly d) gl elall) daadl)
offered. ~ The adoption of standardized terms and :Lf;:ﬁ‘;g:j\\if;ﬂm&ﬁ:;iiﬂ
conditions for cloud SLAs in line with international Agladl claadl) b ) seanll 48
standards will help reinforce the public's trust in cloud

services.

(performance, availability, billing) the cloud product is

4.9 Hosting and Connectivity Joa gill g Adlainy) 4.9

“Hosting” and “Connectivity” services are central (i) &lu¥) yaliall (o "daa sl 5 "AELaiaYI" Clodd
elements that will determine investors’ choices in the J}‘” ‘df & Al “”—‘L‘“&"‘ .J:’)E’ o O atinnall Sl A daaiu
development of cloud services in Qatar. The price and <= S+ Juaily Slpll Allaind Aastll Basa s sl s
Quality of Service for data hosting and network st 0 el @8 (ol e U2 e Rl il
- V. S L LS (bl 754 0 7o) i ey el 5 (gobai®Y) ) slasl) dalaia
connectivity are critical issues (GCC pricing is 4 to 7- Adlie 3k 450 1l s i) (lacin con
fold higher than the OECD average). Also, international )

connectivity must be assured along three different

routes.

> Policy and Regulatory Recommendation ekl s dpulaadl Lpa il >

Prices of international connectivity are a critical (po<iiwdl LAY Luls 1 aie Jall Jua gl JL._.J 22
element for investors’ choice and must be aligned with ~daa sill (leca oy LS A sall julaall ae (3L ) a s
international benchmarks. International connectivity Adlisal g Baoatall 3kl sl
must be assured along multiple different routes.
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4.10 Environmental sustainability i) Ay 4,10

The development of cloud computing may have a 48Uall &gind G S G 580 dnlad) Law sal) polail 5 S8
significant environmental impact due to energy and gl palial @l e el S 5 obadll
water consumption as well as greenhouse gas

emissions.

These issues can be mitigated with data centers that: re) bl 581 e Bk o Sl 038 Caddl (e

UI.T use low/green energy servers; and
99 : _ . .
D"‘ implement sustainable cooling and heat waste recycling solutions.

to) pad / Aiaddia A8l na) A K0TS UI_T
)

A pall cllal) aaisale)y paituall a il Jgla 2 "‘
\ [ 4

It is nonetheless important to remember that cloud
services themselves constitute valuable tools for

Ao il gol IS5 L Alad) lanal) () AaaSla pgall (g 451 Y)
Alaiall €A1 AadaiY) aladind of o))y A8 5elS il

improving energy efficiency. Indeed, the use of
cloud-based connected smart systems which can
use real-time information can drive energy, power
and water efficiency gains.

To contribute to these efforts, policy considerations
should be explored around promoting transparency
about the energy footprint of data center's operations
and providing incentives to encourage the switch by

o OSay (rdll gl A il glaall aladinl ¢3Sy (Al 5 dlandly
bl 3ol 5 ol eIl g AdUall & ewlSa | kY

Jss Al Gl Hliie) CaliSinl gy caseall o2a g,d Ll
Gl 38y Gllesy dalall 48U il Jsn 485N ) jad
O ULl S e e 08 e doadl gl ieal s

Jbaaavial) A8Ual) 5 dalriisall il jlaall

data center operators to sustainable practices and
renewable energy.

> Policy and Regulatory Recommendation i) g dpulpaad) dpnagill 3>

Cloud Service Providers and government entities must &l 31¥) dpe sSall Gl s Apland) Gladdll jedie e ey

commit to principles of environmental sustainability,
including energy efficiency and carbon neutrality.

O3 SY Balaa g 28Ul 3ol @l 8 Loy Ayl AalainsY) ggabay
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Annex | — Definition, characteristics, service
and deployment models of cloud computing

1. Definitions

The International Telecommunications Union ("1TU")
defines cloud computing as a “paradigm for enabling
network access to a scalable and elastic pool of
shareable physical or virtual resources with self-
service provisioning and administration on-demand
where examples of resources include servers,
operating systems, networks, software, applications,
and storage equipment™1,

The below visual model of cloud computing is further
described in paragraphs 2, 3 and 4 below.

' Broad : R | ) On-Demand
Resource Pooling

Software as a
Service (SaaS)

Platform as a
Service (PaaS)

Lpaibad § Antlaad) Lo gal) iy s - J6¥) Galal)
u}ﬁgkg.ﬁaéic:\hdg

oy il 1

zsai" Ll e Aol G gall VLA J sall alas¥) Cayel
3 sall (ya 45 a5 o sl AL A gamna ) Sl J g 511 (Sl
A5 Aeaddl g e AS Ll ALGN Ayl @Y1 dgell
Lakil 5 pal &) 3 ) gall Aial el Cua ) e 3,10y
.32"015531\ CLI‘AMJ Q\sg.d:ﬂ\} GA‘J'J\} ti\ls.hm‘J d:\i.&ﬂ\

2 ) b Aglad) A sall olial el 3 saill Caia g 3y
.btldi4}3j

Essential
Characteristics

Infrastructure as a Service

2 Nodels

Service (laaS) Modeis
Deployment

Models

Figure: NIST (National Institute for Standards and Technology) Visual Model of Cloud Computing

Al Ao gall (5 e 3 s (L 51531y el o gl) agrall) - SN

31 Recommendation ITU-TY.3500: “Information Technology-Cloud Computing-Overview and vocabulary”. Available at:
https://www.itu.int/rec/T-REC-Y.3500-201408-I

https://www.itu.int/rec/T-REC-Y.3500-201408-1 : e 7l "@lsyally Aploeadl dsgaedl - Sloglall 45 e dsle 585" ITU-TY.3500 Aol 2
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2. Essential characteristics Bl gaibadll 2
Essential characteristics of cloud computing include: b Lo Aland) Ao pall sl pailiadl) Joii

Essential
characteristics

Description

A cloud service user can unilaterally provision computing capabilities, such as server
On-demand self- time, network storage and communication and collaboration services, as needed
service automatically without requiring human interaction with each service's Cloud Service
Provider.

Capabilities are available over the network and accessed through standard mechanisms
that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones,
laptops, and PDAS).

Broad network
access

The Cloud Service Provider’s computing resources are pooled to serve multiple users
using a multi-tenant model, with different physical and virtual resources that are
dynamically assigned and reassigned according to user demand. There is a sense of
location independence in that the customer generally has no control or knowledge over
the exact location of the provided resources but may be able to specify the location at a
higher level of abstraction (e.g., country, state, data center). Examples of resources include
storage (typically on hard or optical disc drives), processing, memory (typically on
DRAM), network bandwidth, and virtual machines.

Resource pooling

Capabilities can be rapidly and elastically provisioned, in some cases automatically, to
quickly scale out, and rapidly released to quickly scale in. To the cloud service user, the
capabilities available for provisioning often appear to be unlimited and can be purchased
in any quantity at any time.

Rapid elasticity

Cloud systems automatically control and optimize resource use (e.g., storage, processing
and bandwidth) by leveraging a metering capability at some level of abstraction
Measured service | appropriate to the type of service (e.g., the number of active user accounts). Resource
usage can be monitored, controlled, and reported, providing transparency for both the
Cloud Service Provider and cloud service user of the utilized service.

Slllazlly sl c¥ls Sladiatlly laatll :lead! gadl plaidl e Zanie : ¥l s sl pload| Bugally Gl Gasmsall Goally SLas Joudl slas¥l a5 33
https://www.itu.int/dms_pub/itu-t/opb/fg/T-FG-CLOUD-2012-P1-PDF-E.pdf : e 7l .gsudl 2dle

34 |TU, Focus Group on Cloud Computing Technical Report, Part 1: Introduction to the cloud ecosystem: definitions, taxonomies,
use cases and high-level requirements. Available at: https://www.itu.int/dms_pub/itu-t/opb/fg/T-FG-CLOUD-2012-P1-PDF-E.pdf
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3. Service models i) zilai 3
Cloud services involve different data activities and —Axu!sie sase Jaai s clilise by Anial dpland) Clasdll (pauas
cover a broad range of services including software, ¢l sy Asasll Zuall 5 lasal 5 gal ull @lls (& Ly clardl) e
platforms and infrastructure. Accordingly, cloud o) Lo (Al darill o sal 1 Aland) Bl i (S

. PN . Aalide Cile gana S (e B2a)
computing can be classified by the model of service it : i oo

offers into one of three different groups:

e The capability provided to the consumer is to use the provider’s applications

A running on a cloud infrastructure. The applications are accessible from various

A client devices through a thin client interface such as a web browser (e.g., web-
. based email), or a program interface.

[ . .
e The consumer does not manage or control the underlying cloud infrastructure
Software as a including network, servers, operating systems, storage, or even individual
Service application capabilities, with the possible exception of limited user-specific
application configuration settings.
SAAS
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1%

Platform as a
Service

PaaS

The capability provided to the consumer is to deploy onto the cloud infrastructure
consumer-created or acquired applications created using programming languages,
libraries, services, and tools supported by the provider.

The consumer does not manage or control the underlying cloud infrastructure
including network, servers, operating systems, or storage, but has control over the
deployed applications and possibly application-hosting  environment
configurations.

¥

Infrastructure as
a Service

IAAS

The capability provided to the consumer is to provision processing, storage,
networks, and other fundamental computing resources where the consumer is able
to deploy and run arbitrary software, which can include operating systems and
applications.

The consumer does not manage or control the underlying cloud infrastructure but
has control over operating systems, storage, deployed applications, and possibly
limited control of select networking components.
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4. Deployment models Sl zilai 4

Cloud service can be deployed within an organization —Liys saaie Cluwse e s duse Jalsdpladl daadll Hi5 oSay
or across multiple organizations. Three main Alaull puly Gai o il Lalal) duws ) &3 Zilall
deployment models are widely referred to as private 3 Lingll Aol 5 Aalall Llaiadl 5 Aalsl)
clouds, public clouds and hybrid clouds®.

Deployment

Description
Model P

A private cloud consists of computing resources used exclusively by one business or
organization. The private cloud can be physically located at your organization’s on-Site
datacenter, or it can be hosted by a third-party service provider. But in a private cloud, the
services and infrastructure are always maintained on a private network and the hardware and
— software are dedicated solely to your organization. In this way, a private cloud can make it
,;’f/ : | easier for an organization to customize its resources to meet specific IT requirements. Private
clouds are often used by government agencies, financial institutions, any other mid- to large-
0‘ size organizations with business-critical operations seeking enhanced control over their
environment.

Private
cloud

Public clouds are the most common way of deploying cloud computing. The cloud resources
(like servers and storage) are owned and operated by a third-party Cloud Service Provider and
delivered over the Internet. Microsoft Azure is an example of a public cloud. With a public
cloud, all hardware, software, and other supporting infrastructure is owned and managed by
7~ | the cloud provider. In a public cloud, you share the same hardware, storage, and network
) = /‘} devices with other organizations or cloud “tenants”. You access services and manage your
‘ account using a web browser. Public cloud deployments are frequently used to provide web-
based email, online office applications, storage, and testing and development environments.

Public cloud

Hybrid clouds combine on-premises infrastructure, or private clouds, with public clouds so
Hybrid cloud | organizations can reap the advantages of both. In a hybrid cloud, data and applications can
move between private and public clouds for greater flexibility and more deployment options.
For instance, you can use the public cloud for high-volume, lower-security needs such as web-
based email, and the private cloud (or other on-premises infrastructure) for sensitive, business-

( e N | critical operations like financial reporting. In a hybrid cloud, “cloud bursting” is also an option.
" =» | Thisiswhen an application or resource runs in the private cloud until there is a spike in demand
s 0 ¥ | (such as seasonal event like online shopping or tax filing), at which point the organization can

“burst through” to the public cloud to tap into additional computing resource.

35 Such deployments models are described at https://azure.microsoft.com/en-us/overview/what-are-private-public-hybrid-clouds/
36

/https://azure.microsoft.com/en-us/overview/what-are-private-public-hybrid-clouds e sia & 73l iy ot
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Annex Il — Table on Policy Recommendations and Regulatory Requirements

Policy Areas

Policy and Regulatory Recommendations

Relevant Legislative
Instrument

Timeline for
Adoption/Update

Cloud-First Policy

Qatar shall develop a common policy for public procurement
of cloud services by government entities, that is consistent with
the principles of the Cloud Policy.

Cloud-First Policy,
Procurement Law

Data Localization,
Free Flow of Data,

Non-Personal Data

Legislative solutions should not enforce data localization as a
restriction to cloud adoption. Data residency is no longer, a
requirement as security and encryption technologies now
provide a sufficient level of security. As a result, the
legislations should provide instead for an array of mechanisms
to allow data to flow whilst ensuring that an adequate level of
protection is in place.

Cloud-First
Policy/Cybersecurity law,
Privacy Law, International
Agreements, Cloud Security
Policy of MoTC,

Standard Contractual
Clauses,

Binding corporate rules

Privacy and access
to data, Cross
Borders Requests,

Cross-border requests for data should be made through Mutual
Legal Assistance Treaties ("MLATS"), ensuring appropriate
involvement of the authorities in the countries where the data
is stored.

Data Protection Law,
Trusted Data Law,
Multilateral Agreements,
MLATS, Standard
Contractual Clauses
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Annex Il — Table on Policy Recommendations and Regulatory Requirements

Relevant Legislative
Instrument

Policy Areas Policy and Regulatory Recommendations

Timeline for
Adoption/Update

Data Classification | Clear guidelines around classification of data and associated | Cloud-First

security controls should be established to guide private and | Policy/Cybersecurity Law,
public sector users. In case the location of certain data needed | Government Data

to be restricted, this should be done by restricting the scope of | Classification Policy

such requirements to classified government data.

Data interoperability | The adoption of internationally recognized standards on | CRA Ruling, Telecom Law,
and data portability | interoperability of cloud services is required when contracting | Standard Contractual

cloud services and in public procurement contracts. | Clauses

Interoperability of cloud services is a prerequisite to guarantee
portability of services for cloud users.
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Annex Il — Table on Policy Recommendations and Regulatory Requirements

Policy Areas

Policy and Regulatory Recommendations

Relevant Legislative
Instrument

Timeline for
Adoption/Update

Liability regime

Establish a regulatory regime with an appropriate level of
regulation and limits in terms of liability regarding data stored
and processed.

The State will refrain from imposing intermediary liability on
Cloud Service Providers for third party content in order to
encourage user services innovation and promote the
widespread availability of cloud services to public and private
users.

Cloud Service Providers should be able to limit or exclude their
liability in compliance with the applicable law.

E-commerce Law, Trusted
Data Law, Standard
Contractual Clauses

Security Standards

Cloud Service Providers must at all time have in place the
technical and organizational measures necessary for managing
security risks, to guarantee the continuity of their services.
Compliance should be achieved by adopting internationally
recognized security standard certifications. The creation of
local standards or duplication of internationally recognized
standards should be avoided because it can be detrimental to
the development of a solid cloud industry.

International
standardization rules, Codes
of Conduct, Certifications,
Standard Contractual
Clauses
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Annex Il — Table on Policy Recommendations and Regulatory Requirements

Policy Areas

Policy and Regulatory Recommendations

Relevant Legislative
Instrument

Timeline for
Adoption/Update

Service

Level

Agreements (SLAS)

SLAs must be in place to ensure agreed terms for services
provision. Reliable cloud services need providers and
consumers to agree on what service levels parameters
(performance, availability, billing) the cloud product is offered.
The adoption of standardized terms and conditions for cloud
SLAs in line with international standards will help reinforce
the public's trust in cloud services.

Cloud-First Policy, Standard
Contractual Clauses

Hosting
Connectivity

and

Prices of international connectivity are a critical element for
investors’ choice and must be aligned with international
benchmarks. International connectivity must be assured along
multiple different routes.

CRA Ruling

Environmental
sustainability

Cloud service Providers and government entities must commit
to principles of environmental sustainability, including energy
efficiency and carbon neutrality.
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Annex Il — The CRA Strategy 2020-2024

Qatar’s government is committed to supporting the
development of data centers and cloud infrastructure
in Qatar to host its ambitious digitalization plan.
Therefore, within the Authority’s Strategy 2020-2024,
the “supply of data centers and cloud capacity” has
been identified as a target for the development of the
IT sector.

Moreover, one of the key action of the CRA Strategy
2020-2024 is “to develop a strategy on the supply of
cloud services and data centers within Qatar. This
strategy will be broad-ranging and will look at both
supply and demand factors. It will evaluate current
and future bottlenecks to the growth of data centers
and cloud services, such as investment, innovation,
security, regulation, terms of access and coordination
with the Government”. The objective of the Cloud
Strategy is to increase the supply of data center
capacity and a better offering of cloud services to
government and private sector entities. A competitive
market for the supply of cloud services and data center
capacity is essential for a modern IT industry to
develop. There are significant players already
established in this market in Qatar (e.g., Ooredoo,
Vodafone and Meeza).

However, currently there are very few Tier 3 data
centers and no Tier 4% data centers in the country,
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37 Tier 4 data center certification typically serve enterprise corporations and provide the following:

99.995% uptime per year (Tier 4 uptime)

96-hour power outage protection
26.3 minutes of annual downtime

2N+1 fully redundant infrastructure (the main difference between tier 3 and tier 4 data centers)
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indicating that Qatar has less capacity than other
countries in the region, which impacts strongly Qatar
attraction in terms of direct investment. There are also
indications that the price of cloud and data center
services in Qatar is high by regional standards.
Increasing the supply of data center capacity in Qatar
will require a proactive approach by the government
to ensure that enough infrastructure is built and that
the data center and cloud services market is working
effectively.

To meet the needs of the trend towards cloud
computing large-scale use, data center capacity in
Qatar will need to grow. The development of Tier 4
data centers is, therefore, a key part of the Cloud
Policy.
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Annex IV
Consultation Questions

Question1. Do you have any comments or
suggestions on the Cloud Policy Statement?

Question 2. Do you share the objectives indicated
in the Cloud Policy Statement?

Question3. Do you agree on the proposed
approach regarding the policy and regulatory
recommendations for the development of cloud
computing?

Question4. Do you have any comments or
suggestions on the policy and regulatory
recommendations? Please make your comments
and suggestions for each of the recommendations
listed on the Cloud Policy Statement (Part 4 and
related paragraphs)

Question 5. Do you have any suggestions for
areas on which the CRA should further develop
policy and regulatory recommendations?
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Annex V o) galal)
Consultation Response Template B Ldiuy) o 3l zdgal

Respondent Consultation document reference Response

(question/paragraph)

(company/organization (specify question or paragraph number that
name) response refers to) (provide comments)

(UasDle ayai) Al ey g2l 5l j sl el yaa) (S8 5l / A 3all ans)
(2 )
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