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Foreword from the President of
the Communications Regulatory
Authority

“As part of Qatar National Vision 2030, Qatar'’s
ambition is to establish itself as a leading digital
hub in the Middle East. As such, Qatar has
placed the promotion of cloud computing at the
heart of its transformative digital journey.

Cloud computing offers many opportunities for
small and medium-sized enterprises (SMEs): it
is a solution to growing bandwidth demands
and, with cloud-based services, it's easy to
scale up your computing capacity by drawing
on the service's remote servers. Such level
of flexibility can give businesses using cloud
computing a real advantage by improving their
overall operational efficiency.

A growing number of SME’s around the world
are adopting cloud computing because of its
capacity to minimise IT costs whilst improving
flexibility, streamlining operations and
enhancing security. Indeed, from fundamental
functions like email services, web services and
data storage, to highly technical and tailored
services like data security, data management
and analytics, artificial intelligence and machine
learning, cloud computing is a cost-effective and
easy-to-use tool that allows for the flexibility to
choose the services that best suit the needs of
a business.

This Handbook is part of the instruments issued
by the Communications Regulatory Authority to
create a safe cloud environment and to facilitate
a large-scale adoption of cloud computing by
SMEs, in line with the digital development of
Qatar.
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In this Handbook, the reader will find an
explanation, in simple words, of what cloud
computing is, the meaning of typical cloud
contractual provisions and key points that
SMEs should pay close attention to before
subscribing to such services. The Handbook
also provides a section on data classification
principles that will help SMEs classifying their
data in their transition to the cloud.”

Mohammed Ali Al Mannai

President of the Communications Regulatory
Authority
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1. Introduction to Cloud
Computing

There are three main categories of cloud
services: software as a service (SaaS), platform
as a service (PaaS) and infrastructure as a
service (“laaS). Your company’s business profile,
its needs and requirements shall drive the
decision to adopt one or more of these models.
Different Cloud Service Providers (CSP) offer a
variety of services in each of these models.

There are also different deployment models
of cloud computing: public cloud, private cloud,
hybrid cloud, community cloud and Multi-
cloud.

You shall have a clear picture of the objectives
and resources of your organization to
determine, together with the CSP, what the
most appropriate category of service and
deployment model is for your company.

Categories of cloud services:

CLOUD SERVICES dilawull

ON - PREMISE INFRASTRUCTURE AS A SERVICE
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Applications Applications
Data Data
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Runtime Runtime
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Middleware Middleware
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Operating System Operating System
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Virtualization
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Networking
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Servers
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Networking
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Storage Storage
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SaaS (Software as a service)

SaaS is a is a software delivery business model
in which a provider or third party hosts an
application and makes it available to customers
on a subscription basis.

The application itself is physically deployed on
servers owned, controlled, or managed by the
CSP.

A customer subscribing to Saa$S will receive the
benefit of the software, and of any underlying
platforms and infrastructure. The customer
simply needs to be able to access the Internet
and use the login credentials provided by the
provider to access the service.

Examples of SaaS services are webmail (e.g.
Office 365, Gmail), social media sites (e.g.
Facebook), and online gaming platforms (e.g.
Steam).

Platforms
Ulnioll
Infrastructure

Software
Glaoull
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Paa$S (Platform as a service)

Platform as a Service (PaaS) offers hosted
application servers that have near-infinite
scalability resulting from the large resource
pools that they rely on. PaaS permits the
customer to access a platform to create and
manage software applications or services on
top of the platform provided by the CSP.

PaaS also offers necessary supporting
services, including storage, security, integration
infrastructure, and development tools for a
complete platform.

Examples of Paa$S services are Microsoft Azure,
AWS Elastic, Beanstalk, Force.com, and Google
App Engine.

Platforms
dlnioll
Infrastructure

Software
Glopll

laaS (Infrastructure as a service)

laas is the most bare-bone category of cloud,
under which the customer subscribes only for
access to underlying infrastructure. It is like
traditional hosting, in which a business uses
the hosted environment (physical and virtual
servers) as a logical extension of the on-
premises datacenters.

The customer still needs to deploy a platform
and software on top of laaS. laaS is about
providing the most basic computing resources —
storage capacity, processing power, networking
etc. The customer does not own servers, data
center space or network equipment but rather
purchases access to each of those, as an on-
demand service.
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AWS Elastic, Beanstalk, Force.com, g
Google App Engine.
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Examples of 1aaS services are
Amazon EC2, Microsoft Azure, and Google
Compute Engine.

Software
dlaoull

Platforms
dlnioll

Infrastructure
dyinill dyiyll

Cloud computer deployment models:
Public Cloud

In a public cloud model, the CSP makes its cloud
infrastructure, including storage and applications.
available over the internet to any person who
wishes to procure them.

Private Cloud

A private cloud resembles a public cloud in
terms of functionality but is dedicated to a
single organization. It may be managed by that
organization or by a cloud service provider.

: laaS uloa dliol tog
Amazon EC2.Microsoft Azure.g Google
Compute Engine.

LaaS
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Hybrid Cloud

A hybrid cloud provides the use of private and
public cloud solutions such that thereis adegree
of interaction between the two systems. Public
or private environments remain unique entities
but are bound together with on-premises ICT
by common technology that enables data and
application portability, allowing the user to
move between public cloud, private cloud, and
traditional on-premises environments.

A common use of this model allows users to
deal with peaks of website traffic, also known
as ‘cloud bursting’. For example, a private cloud
may be appropriate to cope with day-to-day
demand but may be susceptible to crashing
during product launches or sales promotions. A
hybrid cloud may therefore be used to enable
the excess volumes to overflow into public
cloud infrastructure.
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Community Cloud

A community cloud is a cloud service established
for and shared by organizations or persons with
similar interests or concerns.
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Multi-cloud

A multi-cloud environment is a cloud service that
makes use of two or more distinct cloud services,
which are typically public cloud services.

daagioll dilawull
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2. Meaning of typical cloud
contractual provisions’

2.1 Term

This clause means the period during which the
cloud service provider will provide the services
to your company, the customer, under the
contract, e.g. one month, one year, five years.

The Term will typically commence on the date
the contract is signed (this is often referred
to as the "Effective Date”) and end on either:

¢ a specific date which will be mentioned in
the contract (this specific date will often be
referred to as the “Expiry Date”); or

e an earlier date if the parties decide to
terminate the contract before the Expiry
Date

diadlaill olasYl wning .2
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This handbook should not be considered as a legal advice. SMEs should consult a lawyer or a legal
representative to help evaluate contracts governing cloud computing services.

Uioo gl oo jLitiwl dh wgiallg dpanil alulwdall uile digils daunis J il 138 pie) I ol wa
Ayl drwgall tloxs o4 yiill Jgdall ol daclual yuigila



C icati y Authority aUlnill oybii dis

Contract Term, e.g., 3 years,
during which the CSP provides

the services.
Effective Date

(Contract starts)
alaill ayli
(Alaifll dilag)

Automatic Renewal:

Check whether the contract will
renew automatically and the notice
period to let the CSP know of your

intention not to renew the Contract.
squildlill agaaill
21227 dllia ggarw 13l Loo ALl clule way
©oado olcl ,jlo il dyidg adoll (aildli

(ouadi Jlio ,1dell djia
cilgiw 3 daol dila il doad

®

Expiry Date
(Contract ends)
claiildl ayli
(adell lai dulai)

=

Different durations:
Be careful that some obligations
may continue to be valid beyond
the Contract Term.

aalT50l il Tl

26 & Loljil1 yaoy gl aLuiiyl elyle way
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Key points:

In addition to making sure that the duration of the
contract, ie., the duration for which the services
will be provided, is adequate from a business
perspective, you should pay particular attention
to the consequences of expiry or termination,
including the length of time that data and logs
are retained after termination, the process for
notification of service termination, the return of
data and assets as well as the following provisions.

Automatic renewals

The CSP may include in the contract an automatic
renewal mechanism which would typically be
found in the Term clause. If it is included, look
carefully at what the deadline and process are to
notify the CSP of your intention not to renew the
contract.

Equally, if the contract does not contain an
automatic renewal mechanism, be aware that the
services would normally automatically stop at the
end of the Term.
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Changing conditions

It is also possible that, when renewed,
some of the conditions in the contract could
automatically change, e.g. the charges. You
should check the Term clause for this possibility.

Different durations

The Term refers to the duration of the contract
itself, i.e. how long the services will be provided
for. However, it is possible that other obligations
under the contract will last for different
durations, e.g., duration for which the data will
be stored in the cloud.

You should look out for these different durations
and understand how they could impact your
business.

2.2 Service

This clause will describe the cloud services
that will be provided, or made available, by
the CSP to your company under the contract.

dpeioll bgpidl

[4 i adell bgy 1 paii gl Leyl ghooll io
cog—wil Jlioll Juw wle 23297l aic (1 ilaly
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?

Be sure to check whether maintenance and/or
support services are included in the contract. You

?

may need to pay extra fees to access these services.
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Key points:

You should review the description of the
services carefully to confirm that the services
described in the contract meet all your business
needs.

When reading this clause, you should also
look out for any of the following exclusions or
restrictions to the services.

Exclusion

The cloud contract may exclude maintenance
and support services from the scope of the
services, e.g., a service desk hotline. Customers
often mistakenly think that maintenance and
support services are automatically included
within the services. This should not be assumed.

You may have to pay extra for maintenance
and/or support services.

Restriction

A typical restriction the customer may find in
a cloud contract relates to the transfer of data
after the contract ends. For example, the CSP
may state that it will not automatically transfer
your data back to you (or a new CSP engaged by
your company) at the end of the contract.

You should look to provisions on data portability.
Data portability ensures you can transfer your
data to another solution, which is a foundational
necessity to establish a working exit plan.
Several aspects have to be considered such as
the data being accessible for transfer; use of
in @ machine-readable data format that can be
understood by receiving applications correctly
for instance through use of documented
application programming interfaces (APls) ;
applicable metadata that is required for the
data to be meaningful; data security measures
such as use of data encryption and related
key management/protection and finally
data compliance requirements where laws
or regulations prohibit transfer to a certain
location/region?.

:dpwlwl bLail
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2 Togo further
- 1SO/IEC 19941 on Cloud Interoperability and Portability highlights in more detail these
different facets that must be considered when migrating data between different environments.
- Draft ISO/IEC 19944 on Data Flows, Categories and Use highlights a possible data taxonomy
that can help in planning data migration activities.
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2.3 Customer Responsibilities

This clause will describe all the actions that
your company, the customer, is:

e obliged to perform; and
e restricted from performing.

In other words what the customer promises

to do or not to do. If you do not meet these
obligations and restrictions, you will be in
breach of your responsibilities which may allow
the CSP to, among other things, stop providing
the services.

OBLIGATIONS uloljilyl

|H<«<
1]

You must perform your obligations
O Loljilll olidll elile way

Key points:

You should ensure that your company can
meet its obligations under the contract and
that it does not perform any of the restricted
activities.

Obligations
Common obligations include:

e the customer should pay all its invoices on
time; and

e the customer should provide the CSP with
all information and documents that the CSP
needs to deliver the services.
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You must not do anything that
is restricted
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The customer’s failure to perform its
obligations may allow the CSP to:

e suspending the services (and potentially
terminate the contract); or

e require the customer to pay additional costs
to the CSP. This is further explained in “Relief
Events” below.

Restrictions

You need to understand all the restrictions
imposed on your company and the
consequences of breaching them.

A common restriction found in a cloud contract
would, for example, be that your company is not
allowed to share the service with a third party
outside your company. This is further explained
in “Usage Rights and Restrictions” below.

2.4 Supplier Responsibilities

This clause will describe all the activities
that the CSP (the “Supplier” in a cloud
contract) is:

e obliged to perform; and
e restricted from performing.

In order words, this clause describes what
the CSP promises to do and not do. If the
CSP does not follow these obligations and
restrictions, then the CSP will be in breach of
its responsibilities under the contract.

This breach may allow your company, the
customer, to terminate the contract early.

OBLIGATIONS uloljilJl
)

You must perform your obligations
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Key points:

You should make sure that the cloud contract
clearly states what the CSP is required to
do, and what activities the CSP is restricted
from doing.

Obligations

Common obligations on the CSP include:

e the CSP must provide the services as
described in the contract;

e the CSP must meet all service levels as
described in the contract; and

e the CSP must use reasonable security
technologies when storing data.

Restrictions

You should pay particular attention to restricted
activities that could put the activities of your
business at risk.

A common restriction imposed on the CSP is
that the CSP should not change the services
or the material functions of the services in
the contract in a way that would make them
unusable by the customer.

2.5 Relief Events
This clause describes the circumstances
where the CSP will not be in breach of the

cloud contract, even if the CSP:

e fails to perform its obligations; or

e is late in performing its obligations.

:d iyl bl
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Was there a breach of contract by the CSP ?

Sdilh will doad oado Ui Go adell dlaiil dlia gla Ja

r v X j
Was the breach caused by the behavior of
the Customer, triggering a relief event? No issues

dilel dylled @lhi (iallg Urooll dglw ayw dlaiill gla da d=soRag Tl
f v X j
Is there a duty on the CSP to mitgate the loss or
damage? The CSP must pay for the breach in full.
Go wiadill dilawll doad oado uile dgduo i dlia Ua Uola Jauiy dlaiidl (ildo gda dilawull doad oado uile way

Sypall gi dyluuall

f : : j
The CSP will not be liable for the breach because

of the relief event.
diley] dled iy dlaiivl ge Ygduwo dilhull doad oado tghay ol

[ ]

Are there cost implications on the Customer?
SUroall uile dalai glos yl Wlia Ua

There will be liability on the CSP because There will be liability on the CSP because of the
of the relief event, and the Customer must relief event, and the Customer is not responsible
pay the CSP for any expenses incurred for to pay the CSP for any expenses incurred for
mitiging the impact of the relief event. mitiging the impact of the relief event.
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its obligations is the customer’s fault. In other A dofl ¢l aiiy o I d o01all poado ul yriel Lo
words, if the CSP’s failure or delay results doad oado pAli gl L ula gls 13l 3l yiieos
from your company’'s own failure to perform AAiloljill eliay 10 clal Jwud d ayii dila il
its obligations, the CSP will not be in breach adell [a_aiio ug-4y of d_01all o1 doa
of the contract.
You should still be aware that the contract uile adall yn iy 2 d ub ole (nile g ai gl way
may provide that the CSP may not be entitled dednl yile dilr wudl d 013 02-do Jgno orc
to a relief and that the CSP must perform the el ule Al oadll yady ul vy arleg ,diledl
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failure if performance is still possible. . iboo
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In addition to understanding the importance
of performing your obligations, you should also
consider the following mitigation requirements
and cost implications.

Mitigation

The contract may state that the CSP has the
responsibility to mitigate (reduce the impact) of
any incident that may result in a relief event.

Cost implications

You should also be aware that the contract may
make you responsible for any additional costs or
expenses incurred by the CSP to mitigate the
impact of an incident and continue providing
services.

If that is the case, you should consider whether
those additional costs are appropriate and
reasonable for your company.

2.6 Usage Rights And Restrictions

This clause describes how the customer
may use the services, as well as any
restrictions on the way such services can
be used.

This section will typically state:

e what rights the customer has over the use of
the services;

e who else, in addition to the customer, is
permitted to use the services;

e the maximum number of users that can use
the services at any given time; and

e any restrictions on the customer’s permitted
use.
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Are you a permitted or authorized user according to the contract?

¢adoll [dag apno 02131 wo il Ua

l—«

Are there restrictions to the way the
services can be accessed and used?

SUloaall lawd oadiwi yuill déshll agud (i a2gi U

f :

You can use the
services however you
need to be careful to

follow the restrictions
in the contract

X j

You can use the
services however you
need to be careful to

follow the restrictions
in the contract

olaLuwl gyhiw olaaLuwl pyhiud
dclyd elyle galg aloadll  delyd elyle galg aloaall

a4 djghioll agdll 1d djgaioll agrdll
Key points:

This section will list who is entitled to use,
access, or receive the services. You should
also watch out for any restrictions on how
the services can be used, accessed, or
received.

Grant of Right and Permitted Users

The CSP will usually provide the customer a
non-exclusive, non-transferable right to use,
receive or access the services for business
purposes.

It is also typical for the CSP to allow the
customer to share the services with:

e employees, of the customer (they are often
referred to as “Authorized Users”) depending
on the service and the licensing model; and

e asubsidiary of the customer (often referred to
as an "Affiliate”).
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Are you an Affiliate or another party that
the Customer is allowed to share their rights
with under the contract?
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You are not allowed

to access or benefit
the CSP’s services.
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Do not assume that the cloud contract
automatically allows you to share the services
with anyone. If this is important to your
company, you must ensure that the contract
allows you to do so.

In addition, you must be aware that your
company will be responsible and fully liable for
the Authorized Users’ and Affiliates’ use of the
services.

Restrictions

The CSP may include restrictions on
the way you, your Authorized Users and
Affiliates can use the services.

Common examples include:

e The CSP restricts the maximum number
of users that the customer (including its
Authorized Users and Affiliates) can allow to
use the services at any one time;

e the customeris not allowed to sub-licensethe
right to use the services to an unauthorized
third party; and

e the customer is not allowed to reverse
engineer the services.

Having a clear understanding of the restrictions
will help you make sure your company can avoid
being in breach.

2.7 Compliance With Service Levels

This clause describes the level at which the
services will be performed by the CSP as well as
the customer’s potential remedies if the Service
Levels are not met.

This clause should always be read in conjunction
with (if it exists) the associated schedule
generally entitled “Service Level Agreement” or
“SLA".
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Key points:

This provision is typically very short as specific
details are contained in the “SLA".

You should pay particular attention to the
provisions related to service availability and
unavailability (also commonly referred to as
“Service Downtime”) and determine what level
of service availability is required to the success
of your company.

Service Availability and Downtime

The CSP will often set out the service availability
as a percentage.

You should calculate the exact hours of service
availability and downtime, and carefully consider
the financial and reputational implications
to your business of any service downtime. In
practice, cloud service providers offer to their
customers a service level agreement (SLA) that
stipulates (among other things) the amount
of time their systems will be up and running
throughout the year. This is critically important
for businesses that rely upon high levels of
system availability to deliver their own products
and services.

21
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A good SLA should cover a variety of factors, but
none are more important than uptime reliability.
Uptime reliability is generally expressed as a
percentage that gets as close as possible to
perfection. The more 9s of availability, the more
time servers will be up and running throughout
the year. An SLA downtime provision that
promises 9999% system availability, for example,
is more reliable than one that promises 999%
uptime.Accordingly, you shall consider the
consequences of a service downtime during
business-critical hours and agree with the
CSP to an SLA which is compatible with your
business requirements. For example, an uptime
percentage of 999% corresponds to an average
of 8.76 hrs. annual SLA downtime, while an
uptime percentage of 999999% corresponds to
an annual downtime of 315 sec.

The SLA will also state the financial remedy
that you are entitled to if the CSP fails to meet
the service level (provided that your actions or
inactions did not cause the service level failure).
This remedy often comes in the form of a
service credit (explained below).

Service Credit

When the CSP fails to achieve a service level,
you will generally become entitled to a service
credit. A service credit is a pre-determined
amount of money which can be used by the
customer to deduct from the financial amount
paid or payable under the contract.

You should know that service credits are
typically the only remedy available for certain
service level failures and that it is common for
service credits to have a fixed maximum limit.
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2.8 Charges

This clause means the amount of fees
payable by your company to the CSP in
return for the services.

Key points:

You should make sure to pay the charges on time
and should also watch out for any unexpected
additional charges or lack of transparency with
charges.

You should check the price plans with your CSP.
You may be able to leverage specific pricing
plans offered by the CSP to significantly lower
your total cost of service.

Additional charges / Lack of transparency

The CSP may state charges for the services
clearly but may not be transparent in relation
to any additional charges that may be payable
for additional services such as associated
maintenance, recovery, add-ons and upgrades.

You should pay particular attention to what
charges are payable for the services described
in the contract, and what additional fees may
be charged by the CSP.
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2.9 Customer Data

This clause describes how all the data the
customer provides to the CSP (generally called
“Customer Data”) is protected and securely
stored.

The CSP will typically state that it will take
all steps to ensure that the Customer Data
is protected in accordance with the security
measures set out in the contract.

There may be a schedule at the end of the
contract entitled “Data Management” which
will provide additional detail on the CSP’s data
management policies, and the CSP’s security
measures.
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Protecting
Customer Data
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Key points:

You should pay attention to the following
security measures and assess whether they are
adequate to protect your Customer Data and
the interest of your company.

Back up

You should check whether the CSP has a
regular back up, restoration and integrity
check process to preserve the Customer
Data in the event of any security breach.
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Some of the considerations in this respect are:

e the number of data backups made in a period,

e the methods of backup and backup

verification,

the backup retention period, the number of

backups retained,

the location of backup storage,

e the number of restoration tests and the
availability of test reports, and

e the alternative methods for restoring data.

Security classification

The CSP may use security classification
to protect Customer Data. This involves
you or the CSP assigning certain labels (or
classifications) to Customer Data depending
on the level of criticality and sensitivity of
the data set.

You should therefore:

e determine whether the classification scheme
is adequate and appropriate to protect your
company's business critical and sensitive
data; and

e consider the impact of a security breach in
relation to Customer Data.

A typical data classification process is provided
in Annex 1

Data location

You may want to ask your CSP for a list of
the geographic locations that Customer
Data may be processed and stored, and if
you can specify location requests.
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Transferability / Portability

You should ensure that you are entitled to
transfer your Customer Data back to you or a
new CSP upon request. If you cannot transfer
the Customer Data immediately or at all, then
you should carefully consider the practical
implications on the business.

Liability regime

The CSP will typically state that it will restore
the lost or damaged Customer Data from the
latest back-up of the Customer Data maintained
by the CSP in the event of any loss, destruction,
or corruption of Customer Data.

It is also common for the CSP to state that
they will not be liable for any loss, destruction,
or corruption of Customer Data if it was caused
by the customer, or a third party engaged by
the customer.

2.10 Data Protection

This clause describes how the CSP will use
personal data provided by you, the customer.

Typically, the CSP will be permitted to use the
personal data only for a specific purpose related
to the services that will be provided under the
contract.

It is also common for the parties to sign an
entirely separate agreement dealing with the
obligations of each party for handling personal
data (often referred to as the “Data Processing
Agreement”). This would be attached as a
schedule to the main contract.
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/ Fines for data breaches can be expensive. Make \
sure that you and the CSP fully comply with the law.
You may be subject to data protection laws of multiple
countries if you or the CSP has an international element.
doad oadog lil 2411 .ddlao ygai ad aLilyll dlaiil alolall doid
dac (d alilufl dylon Guilgdl @i ad .ggildll go ol JLiiol uile dilawull
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Key points:

Under most data protection legislations, as
customer, your company is the “data controller”,
Therefore, you must ensure that you have all
the necessary consents and notices in place to
enable lawful transfer of the personal data to
the CSP.

Once you have all necessary consents and
notices to enable the lawful transfer, you must
then assess whether the CSP has adequate
security measures and understand the CSP’s
responsibility to protect the personal data.

You should pay particular attention to:

e the ownership and who has control over
data;

e the definition of Customer Data and CSP
data;

e the details of how the personal data is
processed;

e the rights of each party concerning the
personal data; and

e the obligations of each party concerning
the personal data.

To ensure that the CSP will adequately protect

personal data, you should ensure that the CSP

has agreed in the contract that:
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it complies with the applicable data
protection legislation;

it will only process any personal data
upon your instructions;

it has the appropriate technical and
organizational security to protect against
unauthorized or unlawful processing of
personal data;

it has the appropriate technical and
organizational solutions to deal with
accidental loss, destruction or damage to
personal data;

it will ensure that any CSP employees or
representatives who have access to the
personal data are required to keep this
information confidential; and it will not
transfer any personal data outside the
jurisdiction stated in the contract without
first receiving your written consent;

it will only engage a sub-processor with your
authorization and the sub-processor will have
the same obligations as the CSP; and

it will remain liable for the compliance with all
the data protection requirements of any sub-
processor it engages.

it will completely delete Customer Data
within defined minimum and maximum times
in accordance with a data deletion process
and a data deletion notification policy.

2.11 Security

This clause describes the CSP’s obligation to
apply and maintain a reasonable level of security
when providing the service to the Customer.
This includes having security measures ready to
protect the storage and processing of Customer
Data (including personal data).

Further details of the CSP’s security obligations,
certification requirements, safeguards, and
privacy features are often contained in a
schedule to the cloud contract entitled “Security
Management”.
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Maintaining
Data Security

ol wilc BLaall

Key points:

You should pay particular attention to the
following when assessing the security controls
offered by the CSP

e does the CSP provide adequate encryption
of data?

e what security measures are in place to

prevent unauthorized access?

how does the CSP monitor the access to

data?

is the CSP obliged to notify the customer in

the event of any security breaches? If so, how

quickly should they notify the customer?

is the CSP required to mitigate against any
security breaches?

e what plan does the CSP have to restore the
security in the event of a breach?

alilwll
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Physical and environmental security

You must consider whether the CSP maintains
the following physical and environmental
security measures as a minimum:

e Secure physical access to facilities where
Customer Data is located;

e Data encryption; and

e Appointment of security officers responsible
for coordinating and monitoring the security.

Data access controls

You must consider whether the CSP
maintains the following data access controls
to ensure the protection of Customer Data:

e Access authorization, i.e. the CSP’s policy
on authorizations and access logs; and a
clear definition of the purposes for which
your CSP can use Customer Data;

e Authentication, i.e. measures to identify
and authenticate users who attempt to
access the Customer Data, for example
passwords.

You must also ensure that it has a policy
to govern data and access controls within
its organization as well as secure access
credentials.

Incident management

You must consider whether the CSP maintains
data incident management policies to ensure
that security breaches are identified, reported,
and rectified.

2.12 Indemnities

The term “Indemnity” means a promise by one
party to pay back the other for the loss suffered
by the other party as a result of a specified
event.

This clause, generally referred to as
“Indemnities”, describes the circumstances
where the parties have agreed to indemnify
the other party, or in other words, be liable to
pay the loss, expenses, or damage suffered by
the other party as a result of a particular event.
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The CSP will typically be required to indemnify
the Customer for all losses, liability, damages, or
expenses incurred by the Customer as a result
of:

e any claims that the receipt or use by the
Customer of the services infringes any third-
party intellectual property rights; and

e the CSP’'s failure to comply with data
protection legislation and data protection
provisions set out in the contract.
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Key points:

In addition to making sure that the CSP will
indemnify you for the events specified above,
you need to also consider the following pitfalls.

Limits

You must pay particular attention to whether
there are any financial limits to the amount of
money the CSP or Customer can be indemnified
for.

The actual financial limit is often set out in the
section titled “Limitation of Liability” which is
detailed in “Limitation of Liability” below.

Exclusion

There will be “exclusions” to the indemnities,
which are situations where the CSP will not
indemnify or reimburse you at all. You should
be aware of these exclusions.

Customers Indemnity

It is common for the CSP to require that the
Customer indemnify the CSP for all losses,
liability, damages, or expenses incurred
by the CSP for any claim by a third-party
alleging that the CSP’s use of the Customer
Data or Customer’s systems infringes any
third-party intellectual property rights.

2.13 Warranties

The term “"Warranty” means a promise that
certain statements made in the contract
are true. A party breaches a warranty if the
statement they made was or becomes untrue.
If a party breaches a warranty and the other
innocent party suffers a loss, the innocent
party may be entitled to claim damages from
the party that gave the warranty.
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Did one party make a warranty?
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Was that warranty untrue, inaccurate or breached?
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damages if that type of damage is

excluded in the contract.
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Is the loss or damage covered by an
indemnity?
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Without an indemnity, the party who suffered a loss
will have to try to recover their loss another way,
for example, service credits if that is provided for
in the cloud contract or by making a legal claim for
damages. Beware of any liability caps which will be

the maximum amount the wronged party will be paid

back.
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Key points:

In addition to understanding exactly what
warranties or promises you are making under
the contract, you should carefully consider:

e what warranties or promises the CSP is
making; and

e any exclusions to those warranties the CSP
has stated.

Warranties made by both parties

You should not agree to give a warranty in
the contract unless you are absolutely certain
that you have the knowledge and expertise to
confirm that information about your business.

Warranties made by the CSP

You must ensure that you fully understand
the warranties the CSP is making. You should
assess whether these warranties are enough to
make you comfortable with any business risks.

Exclusions

You must be aware of when the CSP will not
provide a warranty. This will typically be stated
as an “exclusion” to the warranties provided.

Limitation of liability

You should pay particular attention to whether
there are any financial caps or limits to the
amount of damages that you are entitled to
recover from the CSP if the CSP breaches a
warranty.

The actual financial limit is often set out in the
section titled “Limitation of Liability” which is
detailed in “Limitation of Liability” below.
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2.14 Limitation Of Liability

This clause seeks to limit or exclude the amount
one party has to pay to the other innocent party
if the innocent party suffers a loss because of
certain breaches of the party’s obligations or
responsibilities in the contract.

:dufgguuoll agan 214
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Key points:

You need to pay particular attention to the
following limitations of liability to manage
business risk:

e liability caps - the maximum amount of money
that the party would pay the other party for
any breach or indemnity under the contract;

e unlimited liability — the types of losses that
each party accepts to pay the other party for
without limit (for example for fraud, death,
and personal injury); and

® exclusions - the types of losses each party
excludes totally and therefore will not pay the
other party for.
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2.15 Consequences Of Expiry Or
Termination

This clause describes what happens after

wclely] gl elndiv] dayii 215
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Key points: :drw bl bldill

You should be aware that once the contract ends,
you will no longer have the right to access or use
the services. You need to pay also particular
attention to the following other consequences.

Retrieval and Deletion of Customer Data

You should always make sure that you have the
right to retrieve all of your Customer Data from
the CSP upon the expiry or termination of the
contract and that the CSP will delete Customer
Data within a defined period of time. You must
follow the process for doing so as set out in the
contract, e.g. making the request to the CSP in
writing within a certain timeframe after expiry
or termination.
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Return of confidential information and
property

Each party will be required to return all
confidential information and property it has of
the other party within defined timelines.

Extra fees

You should make sure that you understand
exactly when you will be required to pay
additional fees or penalty fees if you terminate
the contract early, in other words before the
agreed contract Expiry Date.

You should be aware also that if the CSP
terminates the contract early, meaning prior to
the agreed contract Expiry Date, you may be
entitled to receive money back from the CSP
for any amounts you have already paid.

Survival

It is very common for some contractual rights
to stay in effect and in force even after the
termination or expiration of the contract. In
other words, you should pay attention to any
obligations or responsibilities you will continue
to have even after the contract has ended.

Some examples of those rights include:

e Data protection requirements;
¢ Confidentiality obligations; and
¢ Intellectual property rights and indemnities.

2.16 Boiler Plate Provisions - Cloud Specific

“Boiler plate” is the term used to refer to
standard clauses that usually appear at the end
of the contract. You should carefully consider
some of the most important ones that are
detailed below.
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2.17 Force Majeure

This clause describes when a party’s obligations
or liabilities under the contract change as a
result of a Force Majeure Event occurring.

Key points:

“Force Majeure Event” means any extraordinary
circumstance that is not within a party’s
reasonable control arising from:

acts of god, flood, drought, earthquake, fire or
other natural disasters;

terrorist attacks, riots or war;

imposition of sanctions or embargos;

e epidemic or pandemic; or

labor or trade disputes.

You should be aware of the consequences to
your business if a Force Majeure Event prevents
the CSP from providing the services.

2.18 Sub-Contracting

This clause describes the circumstances
where the CSP is permitted to sub-contract
its obligations to another party (a “Sub-
contractor”).

Key points:

You should be careful in case the cloud contract
states that the CSP’s obligations may be sub-
contracted to a third party without your written
consent. You should also pay attention to the
“Flow down of obligations” explained below.
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2.19 Flow Down Of Obligations

The CSP should still be responsible and fully
liable for the Sub-contractor’s performance,
compliance, and breach of the contract.

Key points:

You should carefully consider whether the
contract states that the CSP’s obligations must
be explicitly flowed down to the sub-contractors.
This will protect you from any breaches that
may arise from the sub-contractor’s failure to
perform the services.
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The CSP must ensure that the
subcontractor observes the same
obligations it has to the Customer and
the CSP should continue to be liable
to the Customer for a subcontractor’s
breach of contract
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2.20 Governing Law And Jurisdiction

This clause, generally called “Governing Law and
Jurisdiction”, sets out:

e which country’s laws govern the contract i.e.
which country's laws will be used to interpret
and give effect to the terms of the contract;
and

e which country’s courts have jurisdiction
to resolve any disputes arising out of the
contract.
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This clause is important because it will affect danh gile apdti e o 110 0 A0 alll 1@ gl
the way the contractual clauses are interpreted dig i o 1 & 1ng dadleill agidl pwuai
and where disputes are settled. Al cjlioll

R

3.Cloud Computing Terms dulaull duugall hgpuiv .3

Below are some of the terms commonly lolaaiwl [iall a llhnoell doifld (il Lata
used in the context of cloud computing. Ayl drwgall Glw na

. . . . A system or network of computers designed to imitate human intelligence.
Artificial Intell LibnyJl claall .
i claall sl i gl 8231 G o ol
Big Data dpuall cililull Extremely large volume?‘s of co.m*plex data that can I->‘e a;nflgzedﬂtcf revt'aal Paftetns. )
) bloilll gc Al lalai Ghoy il dadeoll Glilull o dilell dpus dlios
. " Computing services provided remotely over a network, most commonly the internet.
Cloud C t Ll duwgall T ol dondioll d o
A contract for cloud services.
Cloud Contract dilawull ag;
G £ P Any cloud computing service which is delivered remotely and on-demand.
Cloud Service dilawll doad T =] sfbe oo e J78T o1} dylau g dons yal
Cloud Service Provider A company that provides cloud services.
Lt Al Aload oadi dapi

A cloud service established for, and shared by, organisations or persons with similar
interests or concerns.
gl Aloloial eayal will bl gl Glokioll Wid Go lais)lilog BgLlil ©F dulhw doad
.dliloo wiglio

Community Cloud drooiloll dilawll

Any data provided by the customer to the CSP.

Customer Data Uioaell dlily .dilaull doad pado wll droall laoady alily yi

The process of understanding and interpreting raw data to draw conclusions or identify
Data Analytics alildl Julai patterns.
.bloill 2322 gi Ailiill yUAiwY 1y dig diglgdl alilull oad diloc

How readily accessible necessary information, tools, and resources are for the business
Data Availability alilull jalgi or service to operate.
.doaall gl dapilll Joal dojull ajlgallg cilgalllg ciloglaoll wll Ugngll dlgaw wiao

A phuysical facility with a network of computer servers that store applications and data.
.alilyllg alduhill gjai (il ugwlall oalgd to dap go dialo dlilio

Data Centre ulilull j910

The classification of data into categories depending on how sensitive it is, e.g. public,
confidential or highly confidential.
dlle gi dgpw dole Jlioll yuw wile laipubius (o wile laloicl Glia gl Glilyll wing
dypuudl.

Converting data from a readable format into a coded format which requires a key or
Data Encryption aliludl pasiai password to read.
.dclydll jgpo dola gl blido wlhiy Jaiio Gruwii vl delpill Wld Grwii o alilull digai

The quality, accuracy, and consistency of data secured by, for example, preventing data
loss or alterations.
gl alilull ylada gio JU3 Go Lioll Juw wile lRitoli oy yuill Glilyll Glwilg déag daga
alyaeill

Data Classification wlilul warini

Data Integrity alilul dalji
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Data Privacy &

Hybrid Cloud digaall dlawull

Hyperscale bjaoll Glhill

1aaS (Infrastructure as a Service)

Machine Learning Ul oloill

PaaS (Platform as a Service)
doada dnioll

Personal Data dinauiull cililudl

Platform dnioll

Private Cloud dnlall dilawull

Public Cloud dolall dilawll

Scalability guwgil

SaaS (Software as a Service)
Alopl

Smart Applications diQall aldubill

XaaSs (“X" as a Service, or Anything
as a Service) .
d i gl ,doaa&s “X”

Managing personal data that protects each individual’s identity and other rights.
Yl Ggdallg ad Ja diga yroad yuill duna il alilull d)lal

The use of private and public cloud solutions such that there is a degree of interaction
between the two systems.
.arolhill gy Jeldill uo daja wlia agai

dolallg dnlall dilawll Jgls oladiwl

Technological network infrastructure that can be scaled up to increase power in line with
the requirements of the customens business.
Joc alihio o wublo Los 41kl Lyl ialyj dhos il dxglginill Eapill &iaill &yl
Uroall.

A basic category of cloud services where the customer subscribes for access only to
underlying infrastructure such as storage capacity, processing power and networking.
drwbw¥I duiaill duidl (fl hdd Jgngll droell Wyiviy duyn dulawll Gloall go duwlwi dia
.Glauidlg dalleoll dgdg wijaill dow dio

A subset of artificial intelligence where computers learn to improve their outputs with
experience of running models without being specifically programmed.
dypai JU3 (o Ailapho Gwai ugwlall djasi eleii dus yaclibnll cl9ill Go dicyd degoao
Anl Jaiiy daopo ughl ul tga pilodll draui

A category of cloud services where the platform applications and infrastructure are
provided by the CSP, and the customer deploys its own software applications.
(©0ado dhuwlgy driaill dridlg ywlwil olbill Glduhi pagi ol (o dylawll Aloaall o dia
a1 dnlall polpll aldyhi Jioell piiyg dilauull doad
Any information relating to an identified or identifiable natural person.

.aylc wjeill Gaod gl 2230 yroub wriuy leii dloglao (i

The environment in which a software operates, e.g. the operating system or a web
browser.

gl udgeiuo gi Ureuili olki Jlioll diw wile aolipll lad Jooy waill

A cloud which hosts a cloud service that is dedicated to one organisation.
.danlg dwaudol dnnie dylaw doad Wkl dilhw

A cloud where a CSP makes services available over the internet to any customer
toc (¥ Qipiiy] pe Gloaall dlaull doad oado aviy Cun dilaw

The capacity of a technological network infrastructure to change in size and power as
required.
-dalall s dgdllg eaall (b pasill wile diaglgiaill dyinill dyidl d)ad

A category of cloud services where multiple customers access the same software
application via the internet
iVl pe aolipll Gubi yudi ql Jgngll clooll 4o aa0ll ogds Cun dyulauull dloadll o dia

An application which adapts to be more efficient based on insights provided by data
analysis.
Lalilu] Julai 1 yagy (il ingpl wll Ialiiwl delas jial ggay wiaiy Guhi

A general category of cloud services that does not fit other models, i.e. any function that
is transformed into a cloud service
.dulaw doad wll laligai ol dakhg i go anpdll piloill wwlii ¥ dilaudl dload o dole dia
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4.DataClassification Guidelines
for Private Organizations

4.1 CATEGORIES OF DATA CLASSIFICATION

Data classification is central to cybersecurity
risk management.

The process of data classification involves
an Organization determining (i) how sensitive
the data is, and (ii) the likely impact to the
Organization if the data is disclosed, altered,
lost or compromised.

It is through classification that data can
be managed in ways that reflect its actual
sensitivity and value to the Organization,
instead of treating all data in the same way.
Practically, in the context of the move to cloud
computing, data classification is a tool for
your Organization to identify which data may
be immediately suitable for migration to the
cloud and which data may need to be subject
to additional security controls, in order to
mitigate risks identified, prior to being suitable
for migration to the cloud.

Categories of data classification indicate the
different levels of sensitivity of data and the
impact on the Organization should that data
be disclosed, altered, lost or compromised '.

Data classification is a starting point for

determining the appropriate level of controls

which should be applied to data, taking into

account the confidentiality, integrity, and

availability requirements for that data.

o CONFIDENTIALITY: access to the data only by
authorized persons within your Organization;

e INTEGRITY: correctness and authenticity
of the data and absence of unauthorized
alterations;

e AVAILABILITY: need for timely and easy
access to the data when required by
authorized persons.
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are address only  private organizations

Policy as these Guidelines
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The CRA would encourage that Organizations
by any categorized all data they own, use,
create or maintain into one of the following four
data classification categories:

-PUBLIC - information which is in the public
domain; its disclosure, alteration, loss or
compromise would cause no damage to the
Organization;

2.INTERNAL - information not in the public
domain but which unauthorized disclosure,
alteration, loss or compromise would only

have a _minimal impact on the operational
interests of the Organization;

w

- RESTRICTED - information which unauthorized
disclosure, alteration, loss or compromise
would cause a serious adverse effect to the
interests of the Organization; and

4. HIGHLY-SENSITIVE - information, which
unauthorized disclosure, alteration, loss or
compromise would cause a significant and
severe adverse effect to the interests of the
Organization.
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Table 1 below sets out in detail the four categories of data with
useful examples to assist you in determining into which category
you should place a particular data for your Organization.

datdo d liol g o alilull g Ul aliall J_inaill alial1dgaalla g
i on ALily Lad om0l oa gLt G140 A gig i [

Table 1: Data Classification Requirements Glibyll wrind bgpui 1 Jgaall

Public dolc [ Internal dusla

Information that may be
seen by all employees of the

Highly-Sensitive

Restricted dasdo

Information that is accessible
by a restricted number of

Information that is only accessible
by a restricted number of specifically

Information which is in the
public domain/widely shared

publicly. Organization but would not employees of the Organization  designated employees. It is the most
normally be available to those on a need to know basis sensitive information for the Organization
. outside of the Organization. to carry out their specific therefore requiring the highest level of
Description roles. protection.
uingl| 18 dgagall dolall ciloglaall Gaoy il dydalall alogleol! taoy wtill dagdsll dloglaoll Gaoy il dpwluall daii dloglooll
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¢ Internet webpages;

¢ Marketing material;

¢ Press releases and

Gol dale dalio ugai U laialg
dohioll g5 (14 0B

Internal correspondence via

emails and otherwise;

¢ |nternal policies and
procedures;

* Routine operating

wulwi (le dohiall n.a.bgo o
Jd1110]l oa)lgal clall dalall

* Documents containing
special or sensitive
categories of personal data,
including spreadsheets or
databases with personal

aia dolall wulwi uile dohioll (nakhgo
dahioll (1a drwlun 21Ul (na aloglaoll
Jdiloall Go wigiwo wilel latle wiyiig

* Trade secrets, such as formulas,
ingredients, methods etc.;

Security information;

Medical records of employees;
Software codes of critical systems;

announcements. documentation; data; Legally privileged information
e Certain agreements relating * HR data;
to service levels; ¢ Financial reports and
¢ |ntranet webpages information (other than
publicly reported financial
information);
Examples of Data * Confidential commercial
contracts.
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Once data is classified into one of the four
categories, you should attach to each category
a specific and tailored set of security measures.
The objective is for your Organization’s data to
be protected at an appropriate level.

When moving to the cloud, Cloud Service
Providers shall implement measures, in
accordance with internationally recognized
standards 2, that guarantee an appropriate
level of protection against security threats and
which are in line with the security measures
that your Organization has determined as being
appropriate.

Examples of security measures applied by cloud
service provider include:

e encryption;

e anonymization;

e certification of security controls;
® aggregation in pre-defined hubs;
e data governance standards; and
e classification frameworks.

Descriptors

The categories of data classifications described
above are the principal means of indicating
the sensitivity of a particular data set and the
requirements for its protection.

In addition, your Organization may decide to
use “Descriptors”.

Descriptors are additional markings that
Organizations may apply to further describe in
a simple and efficient way certain categories
of information and to indicate the need for
common sense precautions to deal with the
data.

Please note that the CRA would recommend
that descriptors be used in conjunction with a
data classification and applied in the following
format:
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* Such as ISO/EC 27001, ISO/EC 17789, ISO/EC 38500 and ISO/EC 385050.
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HIGHLY SENSITIVE - [DESCRIPTOR]

The CRA would recommend that Organizations
use the following list of core descriptors to
ensure that a consistent approach is adopted
across the entire Organization and, ultimately
by all Organizations across all sectors of
activities:

e TRADE SECRET: information, including trade
secrets, engineering information, formulas,
methods, processes, know-how, source codes,
pending unpublished patent applications and
business plans;

PERSONAL: information relating to an
identifiable individual, for example, medical
records;

e FINANCIAL: information relating to the
finances of an Organization; it includes
budgets, pro forma reports, production
worksheets and financial statements;
LEGAL: information relating to a legal issue
including brochures, product disclosure
statements, information summaries or fact
sheets, presentations given at conferences,
in seminars, webinars and other training
sessions, newsletters and blogs, websites
including business websites and websites
operated by law firms as well as legal advice.

4.2 Data Ownership, Data
Custodianship And Data
Management

To classify data, each organization should
define3roles and functions internally to ensure
that the individuals who are responsible for
this classification are clearly identified and
aware of their duties.

For the purpose of this section, it is useful
to clarify some of the terms that are used in
relation to the handling of data.

/DATA OWNERS are individuals, whether
persons or legal entities, who generate
and control content such as the data of an
Organization. The data owner is the original
creator of the data.
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: Data owners, data processors and data controllers are defined in Law n. (13) of 2016 (the Data
Protection and Privacy Law)

dimgnig dilas (gild) 2016 Ll (13) od) ugilall yd ALiLull Wljog GLilull Aflaog Alilull elilo wyeai *
(Gl



Cloud Computing - A Handbook for SMEs

dbuugiollg dpanl aluwgoll Ul - dulaull dwgall

YADMINISTRATORS are responsible for
ensuring that the integrity of the data is
maintained. Administrators are different
from data owner or user and, in fact, many
administrators provide management services
without having access to the dats, e.g. backup
and restoration of the data, maintaining
records of the assets, and choosing, acquiring,
and operating the devices and storage that
house the assets.

«USERS are individuals, whether persons or
legal entities, who are granted access to the
data.

Generally, when a file is created within the
Organization, the CRA would recommend that
the OWNER should assign a classification. In
other words, it is the person who has generated
the data who should, as a first step, be tasked
with assigning a classification to this data.

As an additional step, and if appropriate for
your Organization, the CRA would recommend
that each Organization designate at least one
individual who should:

1. review the classification assigned by the
OWNER;

2. provide any guidance within his/her
Organization with respect to data
classification;

3.assign a classification to unclassified data.

The purpose of having one individual carry out
the above tasks is to provide consistency
throughout the Organization with respect to
data classification.

To assist that individual and to ensure
consistency, the CRA strongly recommends
that each OWNER, as well as the
individual with oversight, document their
rationale when assigning a classification to
a particular data set.

4.3 Classification Process And Flowchart

Once organizations have defined (l) categories
of data classification (see section 2 above),
(ii) the individual(s) responsible for actually
classifying the data (see section 3 above), and
(iii) the individual(s) with oversight of the data
classification process (see section 3 above),
the CRA suggests that the following flowchart be
followed to help Organizations classify the data:
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Is the data in the public domain/widely shared publicly?
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Can the data be seen by all employees?
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Add Descriptor

dlanlgll daln] yiop

Would the release* of the data 9
have minimal adverse impact on the
Organization?

unle Juis piiii arle qipiy abilyll *gdb| da
cdabiall

INTERNAL dylsla

\ Would the release* of the data only have a

serious adverse impact on the Organization?
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RESTRICTED HIGHLY-SENSITIVE
Add Descriptor ado drwluwall a1
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Add De;criptor Add De.scriptor
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e Please note that for the purpose of this h baall 1ia ylpell alil dkhadoll oy e
flow chart, we have used the term “release” gioed "Gl b]" alhno lioadi wl ,gule will
to mean “disclosure, alteration, loss or Vdigwddll gl Gyl wall gi p16ill gi v uall”
compromise”.

e “No” in this scenario would indicate that the Gl it gylic il 1A & (a”U” d ola 1 vui e
release of the data would have more than a Ll o pial al ggar w abilyll jlanl
"serious adverse impact” on your Organization "dughar wdi e iohio (ile "y b qul 1w
but rather an “exceptionally serious or severe “uilidT ol Ja sy aya 1 gl b gl pili
adverse impact” on your Organization. .diohio yilc
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