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ARTICLE (1) - DEFINITIONS

The following terms and words shall have the
meanings ascribed to them below:

Cloud Service Means a digital service that is
provided to a customer and that
enables ubiquitous and on-
demand network access to a
shared pool of configurable,
scalable and elastic computing
resources of a centralised,
distributed or highly distributed
nature that can be rapidly
provisioned and released with
minimal management effort or
service provider interaction.

Cloud Service Means a legal person that

Provider provides a Cloud Service to
Customers (including
individuals, businesses and
government).

Customer Means a natural or legal person

that has a contractual relationship
with a Cloud Service Provider
with the objective of using one or
more Cloud Services.

Data Means any digital representation
of acts, facts or information and
any compilation of such acts,
facts or information, including in
the form of sound, visual or
audio-visual recording.

Digital Assets Means elements in digital form,
including applications, for which
the Customer has the right of use,
independently from the
contractual relationship with the
Cloud Service it intends to
Switch from.

Exportable Data Means the input and output Data,
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Government
Entity

Interoperability

Metadata

State

Switching

including Metadata, directly or
indirectly generated, or
cogenerated, by the Customer’s
use of the Cloud Service,
excluding any assets or Data
protected by intellectual property
rights, or constituting a trade
secret, of Cloud Service Provider
or third parties.

Means any ministry or any
government or public, statutory,
governmental,
governmental, local
governmental or judicial body,
entity  or  authority, or

semi-

governmental agency,
department, or representatives in
the State, including but not
limited to the Ministry of
Communications and
Information Technology and the
Authority, entities which deal
with or regulate Cloud Service
Providers, communications,
information technology and data
privacy.

Means the ability of two or more
communication networks,
systems, products, applications,
or components to exchange and
their

use Data to perform

functions.

Means a structured description of
the contents or the use of Data
facilitating the discovery or use
of that Data.

Means the State of Qatar.

Means the process involving a
source Cloud Service Provider, a
Customer and, where relevant, a
Cloud

destination Service
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Provider, whereby the Customer
changes from using one Cloud
Service to using another Cloud
Service offered by a different
Cloud Service Provider, or to an
on-premises ICT infrastructure,
including through extracting,
transforming and uploading the
Data. “Switch” has a
corresponding meaning.

ARTICLE (2) - OBJECTIVES

2.1 The Cloud Policy Framework issued in 2022, that

was developed by the Authority and approved by
the Cabinet as a State policy, recognises that
Interoperability of Cloud Services is key to the
development of a successful cloud industry in the
State.

2.2 This Regulation gives effect to the policy and

regulatory recommendations concerning Data
Interoperability and Data portability in the Cloud
Policy Framework to foster a competitive Data
economy and facilitate Data reuse across sectors in
the State as follows:

(a) by encouraging Cloud Service Providers to
embed Data portability and Interoperability
into their Cloud Services by requiring them to
provide minimum contractual commitments
to portability;

(b) by providing for essential requirements to be
complied with to facilitate Interoperability of
Data.

(c) by supporting the adoption of internationally
recognized industry led standards to be used
by Cloud Service Providers;

(d) by providing that where Customers are
Government Entities, the Cloud Service
Provider provide the application

that

will

programming interface to allow
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Government Entity to ensure interoperability
between its computer systems and that of
other Government Entities.

ARTICLE (3) - SCOPE

3.1 This Regulation shall apply to Cloud Services
provided to Customers in the State by a Cloud
Service Provider, without prejudice to Law No.
(13) of 2016 on the Protection of Personal Data
Privacy, the international conventions, and
agreements to which the State is a party.

3.2 The responsibilities of Cloud Service Providers
laid down in Articles 5 and 6 shall apply only to
the services, contracts or commercial practices
provided by the Cloud Service Provider that is the
source provider of the Cloud Service.

ARTICE (4) - LEGAL BASIS

4.1 This Regulation is issued based on the powers
granted to the Authority within the provisions
cited below.

4.2 Under Article 4 of Emiri Resolution No. 42 of
2014, on Establishing the Communications
Regulatory Authority, the Authority shall regulate
the sector of telecommunications and information
technology, postal services and digital media with
the aim of contributing to the provision of
advanced and reliable telecommunication services
throughout the State of Qatar. For this purpose, the
Authority shall exercise all the necessary powers,
particularly the following:

(a) developing regulatory frameworks for the
telecommunications, postal services and
digital media access sector; in accordance
with the general policy of the sector to
achieve optimal performance;

(b) providing a transparent and fair legal and
regulatory  environment to build a
competitive and innovative sector that
attracts investment;
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(c) encouraging competition, preventing, or

minimizing non-competitive  practices,
preventing anyone from abusing their
dominant market positions and taking the

necessary action therefor; and

(d) protecting the rights of the public and
service providers in the market, enhancing
transparency, and striving to offer advanced,
innovative, high quality and reasonable
priced services to meet the needs of the
public.

4.3 Under Article 15(1) of Emiri Resolution No. 42 of

2014,
Regulatory Authority, the Regulation and
Competition Department of the Authority is to
develop and set regulatory policies and
regulations for all services which aim at creating
a competitive market to the benefit of users.

on Establishing the Communications
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DATA PORTABILTY

5.1 All contracts between a Cloud Service Provider — dulaud) dexdll adia o dajaall 2g8all auen 858 of sy 5.1

and a Customer for the provision of Cloud
Services must provide sufficiently detailed, clear
and transparent information regarding how a
Cloud Service Provider shall facilitate the secure
Switching of Customer Data to the Customer, or
(at the direction of the Customer) to another Cloud
Service Provider in a structured, commonly used
and machine-readable format. The Cloud Service
Provider shall make that information available to
the Customer prior to signing the contract in a way
that allows the Customer to store and reproduce
the contract.

5.2 The contract referred to in Article 5.1 shall include

at least the following:

(a) Clauses allowing the Customer to, upon
request, complete Switching without undue
delay and in any event no longer than
mandatory maximum period of 90 calendar
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days during which the service contract NN PR PR P r
remains applicable and during which the
Cloud Service Provider shall:

(1) provide reasonable assistance to the AW Gl plaY) s Jaeall A giadl) seluall maii (1)
Customer and  third  parties tdasaill dlae 8 Jaanll U8 (e agd s )
authorized by the Customer in the
Switching process;

(2)  act with due care to maintain business cdad) 4y )l paiasl lanial 4 3 Aliadly o il (2)
continuity, and continue  the €aal) gy Cilaadl) ) il gl) i Al ga
provision of the functions or services
under the contract;

(3) provide clear information concerning ) A5 paall jlalaall iy daal 5 e glas i (3)
known risks to continuity in the e lanall ol Cailda gl apai 8 4y ) et g
provision of the functions or services 5 ¢ daall Al deadl) adie Cails
on the part of the source Cloud
Service Provider; and

(4) ensure that a high level of security is O (e dle s sine o dbiladll o SE (4)
maintained throughout the Switching ~ ¢el 3aail) 4sy Jey disail) Liee Jish
process, in particular the security of 5 i YA paiesall bl (gl g Lol ¢ el
the Data during their transfer and the Ol Al By ¢(0) Akl A saaaal) salainY)
continued security of the Data during e J sanall
the retrieval period specified in point
(g), in accordance with the applicable
laws;

(b) an obligation of the Cloud Service Provider zooAl Lagl jiul aedy duland) dedldl s Bl (@)
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including by providing all relevant talall
information;

(c) aclause specifying that the contract shall be draall Jad) Cisass Lgtia diall el e a3 (7)
considered to be terminated, and the i G PN PPREN PP Yy
Customer shall be notified of the
termination, in one of the following cases:

(1) where applicable, upon the successful ¢y saill dalee (g lay o lgiW) die (o LY 2ie (1)
completion of the Switching process;

(2) at the end of the maximum notice period 3,8l & Lgall HLIAN (5 sl jUad¥W13 8 400 2ic (2)
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to erase its Exportable Data and Digital
Assets upon service termination, and
where it is explicitly agreed upon
between the Customer and the Cloud
Service Provider or unless the Cloud
Service Provider is expressly required
to retain the Exportable Data and
Digital Assets under other applicable
laws of the State;

a maximum notice period for initiation of
the Switching process, which shall not
exceed two months;

an exhaustive specification of all
categories of Data that can be ported
during the Switching process, including, at
a minimum, all Exportable Data;

an exhaustive specification of categories
of Data specific to the internal functioning
of the Cloud Service Provider that are to
be exempted from the Exportable Data
under paragraph (e) of this Article 5.2
where a risk of breach of trade secrets of
the Cloud Service
provided that such exemptions do not

Provider exists

impede or delay the Switching process;

a minimum period for Data retrieval of at
least 30 calendar days, starting after the
termination of the transitional period that
was agreed between the Customer and the
Cloud Service Provider; and

a clause guaranteeing full erasure of all
Exportable Data and Digital Assets
generated directly by the Customer, or
relating to the Customer directly, after the
expiry of the retrieval period referred to in
paragraph (g) or after the expiry of an
alternative agreed period at a date later
than the date of expiry of the retrieval
period referred to in paragraph (g),
provided that the Switching process has
been completed successfully.
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ARTICLE (6) - INTEROPERABILITY

6.1 Cloud Service Providers shall comply with the
following essential requirements to facilitate

Interoperability of Data, Data sharing
mechanisms and services:
(a) the dataset content, use restrictions,

licences, Data collection methodology,
Data quality and uncertainty shall be
sufficiently described, where applicable, in
a machine-readable format, to allow the
recipient to find, access and use the Data;

(b) the Data
vocabularies,

formats,
schemes,

structures, Data

classification
taxonomies and code lists, where available,
shall be described in a publicly available
and consistent manner;

(c) the technical means to access the Data, such
as application programming interfaces, and
their terms of use and quality of service
shall be sufficiently described to enable
automatic access and transmission of Data
between parties, including continuously, in
bulk download or in real-time in a machine-
readable format where that is technically
feasible;

(d) where applicable, the provision of any
depending code libraries that are necessary
essential for to utilizing application

programming interfaces of Cloud Service

Providers must be documented and made

available;

(e) where applicable, the means to enable the
Interoperability of tools for automating the
execution of data sharing agreements, such
as smart contracts shall be provided;

6.2 Cloud Service Providers shall be presumed to be
in conformity with the essential requirements
laid down in Article 6.1. if the Cloud Service
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Providers meet:

(a) international standards for Interoperability
of Data, Data sharing mechanisms and
services for Cloud Services produced by
any of the International Organization for
Standardization, the International
Telecommunications Union, the European
Telecommunications Standards or any
other standardization organization
recognized by the Authority; or

(b) any standards specifically identified by the
Authority by circular for the purposes of
Article 6.1 provided that the Authority will
consult as it sees fit prior to identifying
such standards and any timeline for
adoption of the identified standards shall be
at least of twelve (12) months since the date
of issuance of the circular taking due
consideration of the technical constraints
for implementation.

6.3 Before concluding a contract for the provision of

Cloud Services, the Cloud Service Provider will
provide the with
concerning the requirements in Article 6.1,
where relevant to the Cloud Services, including

Customer information

how its meets standards as provided under
Article 6.2 if applicable, in a clear and
comprehensible manner.

6.4 Where the Customer is a Government Entity the

application programming interfaces shall be
identified by the Cloud Service Provider and be
fully documented in its contract to enable the
Government Entity to have Interoperability
between the Government Entity’s computer
systems and the computer systems of any other
Government Entity where it is technically
feasible. For all the application programming
interfaces identified, documentation detailing
fully how to use the application programming
interface should be made available to the
Government Entity Customer, including all
relevant prerequisites, methods, parameters and
any reliance on separate code libraries been
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identified.

ARTICLE (7) - CONTROLS FOR PUBLIC
PROCUREMENT

When a Government Entity is procuring Cloud
Services, the following shall be considered by the
Government Entity:

(a)

(b)

(c)

(d)

(e)

assessing the Cloud Services needs and
objectives of the Government Entity and
identify the types and sources of Data
involved, such as personal, non-personal,
public, or enterprise-held Data;

selecting a Cloud Service Provider that
offers Switching and Interoperability
features, such as standardized formats,
protocols, and interfaces, and that allows the
Government Entity to exercise its rights and
obligations as a Customer as contemplated
under the other Articles of this Regulation;

require that the Cloud Service Provider
demonstrates the functional equivalence and
compatibility of its Cloud Service with
standards referred to in Article 6.2;

negotiation of a fair and transparent Cloud
Services contract with the Cloud Service
Provider, specifying the terms and
conditions of Data access, use, and transfer,
as well as the roles and responsibilities of the
parties;

ensuring that the Cloud Service Provider
complies with the Switching obligations
under these Regulations, such as providing
the Government Entity with the necessary
information and assistance to complete
Switching to another Cloud Service or to
self-hosting, without undue delay or
additional costs, and without degrading the
quality or functionality of the Cloud Service;
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(f) monitoring the performance and compliance
of the Cloud Service Provider and reporting
any issues or breaches to Authority;

(g) reviewing the Cloud Services contract
periodically and evaluating the benefits and
risks of continuing, modifying, or
terminating the Cloud Services arrangement,
taking into account the changing Data needs
and objectives of the Government Entity and
the Data market conditions; and

(h) participating in the development and
implementation of Interoperability
specifications and standards for Cloud
Services and contribute to the exchange of
best practices and feedback.

ARTICLE (8) - ENFORCEMENT

If a Cloud Service Provider fails to comply with the
Regulation, then the Authority may exercise any
enforcement powers under Emiri Resolution No. 42 of
2014 to seek enforcement of the provisions of this
Regulation.
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