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Decision of the President of the
Communications Regulatory Authority

No. (65) of 2025

Issuing a Decision to Appoint DEUTSCHE
TELEKOM SECURITY GmbH as a
Conformity Assessment Body under the
Regulation for Certification Service
Providers

The President of Communications Regulatory
Authority,

Pursuant to the Telecommunications Law
promulgated by Law No. (34) of 2006, Amended
by Law No. (17) of 2017

The Emiri Decree No. (42) of 2014 Establishing
the Communications Regulatory Authority,

The Decision of the Board of the Supreme Council
for Information and Communication Technology
No. (1) of 2009 on the promulgation of the
Executive By-Law for the Telecommunications
Law,

The Electronic Commerce and Transactions Law
promulgated by Decree Law No. (16) of 2010,

The Decision of the CRA President No. (3) of 2025
issuing the Regulation for Certification Service
Providers.

After considering the requirements of public
interest.

Has decided as follows:

Article (1)

To issue this Decision appointing DEUTSCHE
TELEKOM SECURITY GmbH as a Conformity
Assessment Body (CAB) in accordance with
Articles 17 and 18 of the Regulation for
Certification Service Providers, for the scope of
services set out in the Decision attached with
reference no. CRATA/2025/09/11-B.
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Article (2)

DEUTSCHE TELEKOM shall be appointed as
CAB for a period of two (2) years which may be
renewed and shall comply with all applicable faws,
regulations, and technical specifications issued by
the CRA.

Article (3)

All competent authorities, each within its
jurisdiction, shall implement this Decision from the
date of signature.

Eng Ahmad Abdulla AlMuslemani
President
Communications Regulatory Authority

Issued on: 11 September, 2025

Communications | o1l iid _ii1a
Regulatory Authority | oML M|
State of Qatar | | _n 6 d_Jga

(2) 52l

(CAB) Aiitaal pyil dgn glioms p Sl 425 348 5 ey
sty it gl apany o il cpaaill AL (2) Guale 324
Ahi L e 5ball ly Jgendl Ll cilial gl

Ly laiyl

(3) salal

BBl \MmﬁcwwdScW\u\.@ﬂ\@A;‘;\c
x5 g )l e 4 dany

\

(alal) e 3aa) [ utigall
<Ylaiy h\jﬁ.’ﬂ L\;lh e )

2025 « i 11 :Z)ll Hla

C +974 44995535
= +974 4499-5515

Q 1hd.d>gall,23404.u.p
P.O.Box 23404, Doha, Qatar

: e !'. RN e
I }55':‘" SR
S

& www.c’m“.‘g@?ﬁim



€ +9744499.5535
M +9744499-5515

Decision for the Appointment
of a Conformity Assessment
Body Pursuant to the
Regulation for Certification
Service Providers

issued by the

Communications Regulatory
Authority (“CRA”)

To

Deutsche Telekom Security GmbH

Q AI-Nass Tower B, Westbay

4 PO Box 23404, Doha, Qatar
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1.

1.1

1.2

1.3

1.4

REQUIREMENT TO APPOINT A
CONFORMITY ASSESSMENT BODY

The Communications Regulatory
Authority (‘CRA”) as part of its mandate is
responsible for the issuing and
implementation of the Regulation for
Certification Service Providers (“‘CSP”
Regulations), which was issued on 14
January 2025.

Chapter 6, Article 17 of the CSP
Regulations requires that all Trust Service
Providers (“TSP”) and Qualified Trust
Service Providers(*QTSP”) be subjected
to a conformity assessment under the
regulation.

The assessment of such service providers
who will be licensed to provide trust
services is to be conducted by a
Conformity Assessment Body (“CAB”) as
stipulated in Article 18 of the Regulation
for Certification Service Providers
(“CSP”).

The CAB shall be accredited, registered,
and appointed by the CRA under a
President's Decision.

2. ASSESSMENT OF THE CAB

2.1

2.2

2.3

There are various requirements that have
been set by the CRA through the CSP
regulations, with which the CAB must
comply to be appointed in the capacity of a
CAB.

The formal requirements that need to be
met by the CAB are listed in Annex “A” and
set out in detail in the Appendices to the
CSP Regulations.

On June 24, 2025, an application was
submitted by:
Deutsche Telekom Security GmbH
having its business and legal
registration address as Friedric-Ebert-
Allee 71-7753113 Bonn Germany.
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2.4

2.5

2.6

3.2

The application was reviewed and
assessed accordingly to the requirements
set out in “Annex A.”

Deutsche Telekom Security GmbH is
currently operating as a conformity
assessment body in Germany and have
the necessary certification and
accreditation within that jurisdiction to
operate as a duly appointed CAB.

Deutsche Telekom Security GmbH have
been acting in their capacity as a CAB for
five years, in Germany.

APPOINTMENT OF THE CAB

Following the assessment conducted by

the CRA which met the stipulated

requirements and based on the

recommendation of Qatar Trust Services

Framework Technical team, the said team

has assessed and recommended that

Deutsche Telekom Security GmbH be

appointed as a Conformity Assessment

Body in Qatar.

Deutsche Telekom Security GmbH is

accordingly hereby appointed as a CAB

through this Decision for the conformity

assessment of:

1- The issuance of qualified certificates
for electronic signature.

2- The issuance of qualified certificates
for electronic seal.

3- The remote creation as a service of
qualified electronic signatures.

4- The remote creation as a service of
qualified electronic seals.

5- The qualified validation of qualified
electronic signatures.

6- The qualified validation of qualified
electronic seals.

7- The qualified preservation of qualified
electronic signatures.

8- The qualified preservation of qualified
electronic seals.

9- The provision of qualified time stamps.
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10- The provision of qualified electronic
signature creation devices.

11- The provision of qualified electronic
seal creation devices.

12- The management of remote qualified
signature creation devices.

13- The management of remote qualified
seal creation devices.

14- The provision of qualified electronic
archiving services.

15- The provision of qualified electronic
delivery services.

16- The issuance of certificates for
website authentication (TLS) and
code signing.

17- The issuance of certificates for
electronic signature.

18- The issuance of certificates for
electronic seal.

19- The remote creation as a service of
electronic signatures and advanced
electronic signatures.

20- The remote creation as a service of

electronic seals and advanced

electronic seals.

3.3 The appointment as CAB is for a period of
two (2) years from date issuance which is
subject to renewal upon expiry of this initial

two years.

4. OBLIGATIONS & DUTIES OF THE CAB

The CAB shall comply with all requirements
stipulated under the Law and the CSP
regulations which include but are not limited to
the following:

4.1 conducting conformity assessments on
service providers and providing the
necessary reports;

the CAB shall avoid conflicts of interest in
performing their functions in terms of any
requirement issued by the CRA;

the CAB shall prepare conformity
assessment reports which include their

4.2

4.3
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results and findings and submit such
reports to the trust service provider or
qualified trust service provider within ten
(10) days (business days) from date of
completing the assessment;

the CAB shall comply with the technical
requirements issued by the CRA in relation
to the:

a) mechanisms and criteria for

approval of the CAB,;

b) audit rules to be adhered to by the CAB
in evaluating the compliance of trust
service providers and /or qualified trust
service providers in the services they
provide.

4.4

the

5. LEGAL BASIS FOR THE INSTRUCTION

5.1 Emiri Decree No. (42) of 2014 Establishing
the CRA:

5.1.1 Article 4 of the Emiri Decree confers on
the CRA broad powers to regulate the
information technology and digital media
sectors. It further allows the CRA to set
conditions and criteria for special
licensing of information technology

services as well as digital services.

Under the provisions of Article 7(3) the
President is empowered to take all
necessary actions including setting the
necessary regulatory framework through
the issuing of Decisions and regulations,
to ensure the proper functioning of the
CRA.

5.2 The Promulgation of the Electronic
Commerce and Transaction Law (Decree
Law No. (16) of 2010):

Under the aforementioned Law the CRA
as the sector regulator has replaced the
Supreme Council, through the
amendment of Decree No. (34) of 2006,
by the enactment of Law No. (17) of 2017
in which the Supreme Council has been
replaced by the CRA.
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5.2.2 It therefore follows from this amendment
that all powers that were vested in the
Supreme Council are automatically
transferred to the CRA as the appointed
and substituted regulatory body for the

entire sector.

Accordingly, the CRA has inherited the
powers of regulation and decision
making under the Electronic Commerce
and Transaction Law as well, by
replacing the non-existent Supreme
Council, which previously operated
under ictQatar.

523

5.2.4 Therefore, all the powers conferred on
the previous Supreme Council under
article 60 of the Law now vests in the
CRA making the CRA the authority with
the powers to regulate
telecommunications and information

technology sectors.

5.3 The Certified Service Providers Regulation
under Presidents Decision No. (3) of 2025:

Clause 18 of the aforesaid regulation
provides for the establishment of CABs
to be registered and appointed by the
CRA.

5.4 Acting within the scope of these powers the
CRA has, through an identified process,

5.31

evaluated and assessed Deutsche
Telekom  Security GmbH to be such a
body.

6. COMPLIANCE WITH THE DECISION

6.1 Under Article 4 (14) of the Emiri Decree the
CRA has powers to monitor compliance
with its regulatory framework, which
includes all decisions and other regulatory
instruments issued by the CRA under the
various legislation for the sector.
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7. ENFORCEMENT PROVISIONS FOR NON-
COMPLIANCE

7.1 Failure to comply with this Decision and
Orders shall constitute a violation of the law
and accordingly, non-compliance of this
Decision and Orders;

7.2 Any breach or non-compliance with this
Decision may also be subject to the
provisions of Article (67) of the Electronic
Commerce and Transactions Law.

Dated and signed on the 11 of September
2025

Eng. Ahmad Abdulla Al-Muslemani
President
Communications Regulatory Authority
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Annex A

List of the Requirements for CAB Compliance

Technical Specifications on the Requirements for the operations of the Conformity Assessment
Bodies, pursuant to the CSP Regulation.

Technical Specifications on the requirements applicable to advanced electronic signatures and
advanced electronic seals, adopted pursuant to Articles 40.2 and 46.2. of the CSP Regulation.
Technical Specifications pursuant to Article 59.4 of the CSP Regulations for qualified trust
service providers providing qualified electronic archiving services.

Technical Specifications pursuant to Articles 40.4, 40.6, 46.4 and 46.6 of the CSP Regulations
for the Specific provisions for (Qualified) trust service providers providing the remote creation
of (Qualified) electronic signatures or electronic seals.

Technical Specifications on the general requirements issued pursuant to Certified Service
Providers Regulations on technical controls applicable to trust service providers or qualified
trust service providers and the trust services or qualified trust services provided.

Technical Specifications pursuant to Articles 41.9 & 48.10 for the Specific provisions for
(Qualified) trust service providers issuing (Qualified) certificates for electronic signatures or for
electronic seals.

Technical Specifications pursuant to Article 57 of the CSP Regulations for the trust service
providers issuing certificates for website authentication and code signing.

Technical specifications pursuant to Article 52.6 of the CSP Regulations for qualified trust
service providers providing the qualified preservation service of qualified electronic signatures
and qualified electronic seals.

Technical Specifications on the rules and conditions regulating the certification and the approval
of qualified signatures creation devices and qualified seal creation devices, adopted pursuant
to Article (43) and Article (44) of CSP Regulation.

10- Technical Specifications pursuant to Article 45.4 of the CSP Regulations for qualified trust

11-

service providers providing a qualified trust service for management of remote qualified
electronic signatures and electronic seals creation devices.

Technical Specifications pursuant to Article 54.4 of the CSP Regulations for the provisions for
qualified trust service providers issuing qualified electronic time stamps.

12- Technical specifications issued pursuant to Article 56.4 of the CSP Regulation for qualified trust

service providers providing qualified electronic delivery services.

13- Technical Specifications issued pursuant to Article 44.12 of the CSP Regulations for qualified

trust service providers provisioning qualified electronic signature or electronic seal creation
devices as a qualified trust service.

14- Technical Specifications pursuant to Article 51.4 of the CSP Regulations for qualified trust

service providers providing the qualified validation service of qualified eleclronic signatures and
for the qualified validation service of qualified electronic seals. 5
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